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Samarbetsavtalet 
Detta Samarbetsavtal för Bidrag (“Avtalet”) har ingåtts mellan: 

ForumCiv 
Organisationsnummer: 802400-7620 
Adress:  Alsnögatan 7 
Postnummer:  116 44 
Stad, land  Stockholm, Sverige 
Kontaktperson: Khady Björkdahl 
Telefonnummer: +46720772145 
E-postadress:  khady.bjorkdahl@forumciv.org  

Och 

Swedish Association for Economical Liberation in The Gambia 
(“Samarbetspartnern”) 
Organisationsnummer: 802472-9132 
Adress:  c/o Rosalie Sanyang, Prosteviken 22, lgh 1204 
Postnummer:  47130 
Stad, land  Skärhamn, Sverige 
Kontaktperson: Rosalie Sanyang 
Telefonnummer: +46737569687 
E-postadress:  rosalie.sanyang@gmail.com 

Hädanefter kallade Parterna. 

För 

Projektnummer: 300010106 

1. Syfte och omfattning 
1.1 Avtalets syfte och omfattning är att genomföra ett Projekt i enlighet med Bilaga II 

som utgörs av en beskrivning av projektet, inklusive mål (“Projektbeskrivning”) 
samt en budget (“Budgeten”).  

1.2 ForumCiv har beslutat att bevilja ett Bidrag som uteslutande ska användas för 
genomförande av Projektet från 2023-01-01 till 2025-12-31 (“Projektperioden”). 

1.3 Parterna har enats om att ingå detta Avtal, bestående av detta avtalsdokument och 
Bilagorna nedan i prioritetsordning. Om det förekommer motstridigheter mellan 
avtalsdokumentet och Bilagorna ska detta avtalsdokument ha företräde. Om det 
förekommer motstridigheter mellan de olika Bilagorna ska Bilagor ha företräde 
enligt den ordning som anges nedan. Om en Bilaga innehåller tillägg, ska tillägget 
ha företräde före Bilagan och tilläggen ska ha företräde i den ordning de uppstår, 
såvida inte annat anges i Bilagan. 

Bilagor: 
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• Bilaga I:  ForumCivs Allmänna villkor för Sidabidrag (Daterade: 14-12-
2022) 

• Bilaga II: Projektbeskrivning (Besluts-PM och Operational plan om 
tillämpligt) och Budget 

• Bilaga III: ForumCivs revisionsinstruktion för Svenska 
Partnerskapsprogrammet (Daterad: 30-09-2022)  

• Bilaga IV: ForumCivs regler för inköp och upphandling av varor och 
tjänster (Daterade: 22-11-2022) 

2. Bidraget 
2.1 ForumCiv åtar sig att finansiera Projektet med ett belopp om högst 900 828 SEK 

(“Bidraget”) under förutsättning att Sida gör tillräckliga medel tillgängliga för 
ForumCiv.  

2.2 Bidraget tillsammans med Samarbetspartnerns egeninsats utgör Projektets totala 
budget och uppgår till 944 728 SEK. Bidraget och Samarbetspartnerns egeninsats 
ska uteslutande användas för att täcka faktiska kostnader för genomförandet av 
Projektet under Projektperioden. 

2.3 Om någon aktivitet och/eller kostnad genomförs innan detta Avtal har undertecknats 
kan kostnaderna godkännas retroaktivt av ForumCiv om de ligger inom den 
godkända Projektbeskrivningen och Budgeten (Bilaga II) och inom Projektperioden 
som anges i detta Avtal. 

2.4 Bidraget består av verksamhetsbidrag och administrationsbidrag. 
Verksamhetsbidrag får endast användas för faktiska kostnader som är direkt 
relaterade till Projektet. Administrationsbidrag får endast användas för faktiska 
kostnader som inte är direkt relaterade till Projektet men som är nödvändiga för att 
hantera Projektet. Administrationsbidraget utgår i form av ett schablonpåslag på 8 
% av verksamhetsbidraget. Administrationsbidraget får inte användas för 
investering eller betalning av Samarbetspartnerns eller annan parts lån och skulder. 
Det godkända administrationsbidraget får inte överskridas. 

2.5 Följande kostnader är inte tillåtna kostnader för Bidraget:   

a) Påverkans- och kommunikationsarbete i Sverige. Detta inkluderar aktiviteter 
vars huvudsyfte är egen profilering, insamlingskampanjer, medlemsvärvning 
eller kommersiella aktiviteter. 

b) Basfunktioner i Samarbetspartnerns kommunikationsarbete i Sverige (löpande 
drift av hemsida, medlemstidning, årsberättelse etc.). 

2.6 Bidrag över en miljon (1,000,000) SEK per år erläggs med en årlig 
administrationsavgift. Den årliga administrationsavgiften beräknas som 0,8 procent 
av den summa av bidraget som årligen överskrider 1,000,000 SEK. 
Administrationsavgiften påverkas inte av budgetförändringar mellan år och 
rapporterat utfall. Samarbetspartnern kan inte göra anspråk på 
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administrationsavgiften. Administrationsavgiften får inte finansieras av Bidrag från 
Sida. 

2.7 Administrationsavgift är inte tillämpligt för detta Bidrag.  

2.8 Samarbetspartnerns egeninsats ska uppgå till minst 5 % av verksamhetsbidraget och 
ska finnas med i Budgeten och inkluderas i rapporteringen. Egeninsatsen ska utgöras 
av likvida medel insamlade i Sverige t.ex. i form av gåvor, sponsring, 
medlemsavgifter, lotteriintäkter och intäkter från försäljning av varor, med undantag 
för varor som producerats och/eller köpts med medel från Sida. Egeninsatsen får inte 
vara:  

a) Bidrag från andra offentliga organ (t.ex. statliga eller kommunala institutioner) i 
Sverige 

b) Värdet av organisationens eget arbete, varor och tjänster 

c) Inkomster från försäljning av tjänster 

d) Finansiering från källor utanför Sverige, inklusive partnerorganisationer 

e) Icke utnyttjat administrationsbistånd 

f) Andra medel från Sida eller ForumCiv 

2.9 Om Samarbetspartnern inte kan redovisa den föreskrivna Egeninsatsen, är 
Samarbetspartnern skyldig att återbetala Bidraget på ForumCivs begäran. 
Återbetalningsskyldigheten ska täcka den del av bidraget beträffande vilken 
avtalsefterlevnad inte kan bevisas; t.ex. om 50 % av det Egeninsatsen inte har kunnat 
redovisas, ska Samarbetspartnern vara återbetalningsskyldig för 50 % av Bidraget. 

2.10 Samarbetspartnern är skyldig att själva anskaffa ytterligare medel som kan komma 
att krävas för att implementera projektet på ett vederbörligt sätt. Detta skall i så fall 
inkluderas i rapporteringen. 

2.11 I utvecklingsprojekt som vänder sig mot en publik utanför Sverige ska 
Sverigelogotypen användas i enlighet med de riktlinjer som finns tillgängliga på 
https://identity.sweden.se i enlighet med artikel 19.3 i Allmänna villkor. 

2.12 ForumCiv har beviljat undantag från artikel 10.5 i Allmänna villkor om EU:s krav 
gällande GDPR.  

2.13 I tillägg till vad som anges i Allmänna villkor artikel 15 om avtalsbrott ska följande 
omständigheter beaktas innan ForumCiv beslutar att ställa återkrav mot 
Samarbetsparten:  

a) Samarbetspartnerns ansökan om finansiell riskdelning har skriftligen godkänts 
av ForumCiv, och 

b) Att ett eventuellt återkrav gäller en Partner i efterföljande led som ForumCiv 
bedömer vara en utsatt civilsamhällesorganisation eller en informell aktör, och 
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c) Samarbetspartnern har vidtagit sådana åtgärder i förhållande till Partner i 
efterföljande led i syfte att förebygga avtalsbrott och återvinna eventuella 
felaktigt använda medel från Partner i efterföljande led att ForumCiv kan medge 
finansiell riskdelning. 

3. Utbetalningar 
3.1 Bidraget ska betalas ut i enlighet med Artikel 4 i Allmänna villkor och 

utbetalningsplanen nedan, baserat på Projektets medelsbehov för varje kommande 
period. Med medelsbehov avses kostnader för den kommande perioden, exklusive 
medel från andra finansieringskällor som finns tillgängliga för Projektet under 
samma period.  

3.2 Medelsbehovet ska finnas dokumenterat i en förenklad finansiell rapport för 
Projektet och med referenser till den senast godkända Budget. Den förenklade 
finansiella rapporten ska visa:  

a) den totala balansen i Projektet hos Samarbetspartnern. 

b) den totala balansen hos Partners i efterföljande led. 

c) prognos över det totala beloppet för Samarbetspartnerns utbetalningar för 
perioden fram till nästa utbetalning. 

d) eventuella oanvända medel. 

3.3 Samarbetspartnern ska säkerställa att utbetalt Bidrag endast kommer användas i 
enlighet med Avtalet. 

3.4 Utbetalning görs två gånger per år enligt följande preliminära utbetalningsplan: 

Rekvisition Summa Utbetalning 
Första rekvisition 
år 1 

2/3 av beloppet enligt budget för året. 
Om PPF - hela budgetbeloppet 

Början av året 

Andra rekvisition 
år 1 

Resterande belopp enligt budget för året,  
eller godkänt belopp enligt medelsbehov 

Tidigast 31 
augusti 

Första rekvisition 
resterande år 

2/3 av beloppet enligt budget för året, 
eller godkänt belopp enligt medelsbehov 

Början av året 

Andra rekvisition 
resterande år 

Resterande belopp enligt budget för året, 
eller godkänt belopp enligt medelsbehov 

Tidigast 31 
augusti 

3.5 Utbetalning sker efter att Samarbetspartnern har inkommit med skriftlig rekvisition 
till ForumCiv. Samarbetspartnern ska använda den vid varje tidpunkt gällande 
rekvisitionsblanketten, inklusive eventuella bilagor (blankett för uppgifter om 
styrelsen och blankett för plusgiro/bankgiro). Rekvisitionen ska signeras av 
firmatecknare som därmed bekräftar att villkoren för utbetalning är uppfyllda.  

3.6 Samarbetspartnern ska deponera bidraget och egeninsatsen på ett Bankkonto kopplat 
till ett Bankgiro eller Plusgiro registrerat i Samarbetspartnerns namn. Bankkontot 
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ska tecknas gemensamt av två behöriga företrädare. Informationen om bankkontot 
ska kunna verifieras genom ett skriftligt bevis. 

3.7 Samarbetspartner ska omedelbart meddela ForumCiv skriftligen när medlen har 
mottagits och bekräfta det mottagna beloppet (före eventuella bankkostnader 
uppkomna hos mottagarbanken) mottagandedatum och, i förekommande fall, 
använd valutakurs. 

3.8 För att ForumCiv ska kunna genomföra en utbetalning inom ett visst kalenderår ska 
rekvisitionen ha inkommit till ForumCiv senast den 1 december samma år. För att 
kunna genomföra utbetalning då Projektperioden är upp till ett (1) år ska 
rekvisitionen ha inkommit till ForumCiv senast sex (6) månader efter 
Projektperiodens startdatum. 

3.9 Alla utbetalningar är villkorade mot att Samarbetspartnern uppfyller villkoren i 
Avtalet, inklusive rapporteringsskyldigheten, att det föreligger en positiv utveckling 
i förhållande till avtalade målsättningar och förväntade resultat samt att det finns ett 
dokumenterat medelsbehov. 

3.10 ForumCiv har rätt att avbryta utbetalningar utöver vad som anges i Allmänna villkor 
om ForumCiv anser att väsentliga nya förutsättningar eller omständigheter har 
tillkommit eller att förändringar har skett som gör att det finns anledning att ompröva 
ForumCivs fortsatta stöd till Projektet. ForumCiv har även rätt att innehålla medel 
om Samarbetspartnern inte är medlem i ForumCiv. 

4. Genomförande av Projektet  
4.1 Samarbetspartnern har ansvar för att genomföra Projektet enligt Avtalet. 

4.2 Samarbetspartnern ska se till att Projektet genomförs med erforderlig omsorg, 
effektivitet och transparens i enlighet med principerna om finansiell styrning och 
kontroll och kostnadseffektivitet samt god praxis inom området såsom mål- och 
resultatstyrning och att anpassningar görs i Projektet utifrån de lärdomar som dras.  

4.3 Samarbetspartnern ska identifiera, bedöma och förebygga alla slags risker som har 
samband med Projektets genomförande, inklusive risken för korruption och andra 
oegentligheter, sexuellt utnyttjande, sexuella övergrepp och sexuella trakasserier 
(SEAH), risker relaterade till miljö- och klimaträttvisa samt andra potentiella 
negativa följder. 

4.4 Samarbetspartnern ska utan dröjsmål meddela ForumCiv alla omständigheter som 
kan förhindra eller försena genomförandet av Projektet.  

5. Vidareförmedling av medel till partner i 
efterföljande led 

5.1 Vidareförmedling av medel från Samarbetspartnern till en tredje part som ska 
genomföra delar av Projektet men inte är part i detta Avtal (“Partner i efterföljande 
led”) är tillåtet i enlighet med bestämmelserna i artikel 8 i Allmänna villkor. 
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Projektbeskrivning och Budget ska vara specifika bilagor till avtalet med Partner i 
efterföljande led. Samarbetspartnern ska inkomma till ForumCiv med en signerad 
kopia av avtalet med Partner i efterföljande led inom en (1) månad från att det 
undertecknats. 

5.2 Om inget annat anges i Avtalet, ska äganderätten för utrustning och 
förbrukningsvaror som ForumCiv betalat för genom Bidraget föras över till 
Samarbetspartnerns Partner i efterföljande led och/eller till slutmottagaren för 
Projektet enligt artikel 6.3 i Allmänna villkor. 

6. Rapportering och annan dokumentation 
6.1 Rapporteringen ska utformas i enlighet med de Allmänna villkoren, instruktioner 

och mallar för den typ av bidrag som Samarbetspartnern har erhållit. Rapporten ska 
bland annat innehålla följande delar: 

a) En narrativ rapport. 

b) En finansiell rapport som innehåller de uppgifter som framgår av artikel 7 
nedan.   

c) En revisionsrapport, inklusive Management letter, Rapport över särskilt 
överenskomna granskningsåtgärder och om Revisorn har iakttagelser eller 
rekommendationer ett Management response i enlighet med kraven i artikel 8 
nedan och ForumCivs revisionsinstruktion för Svenska 
Partnerskapsprogrammet. 

d) Den slutliga rapporteringen måste inkludera dokumentation av överlåtelse av 
sådana tillgångar som anges i artikel 6 i Allmänna Villkor. 

6.2 Samarbetspartnern ska lämna in fullständig rapportering för projektet enligt följande 
plan: 

a) Slutrapport ska inlämnas till ForumCiv senast det slutrapportsdatum som anges 
i Projektbeskrivningen. 

b) Då projektperioden är längre än 18 månader ska Årsrapport(er) inlämnas till 
ForumCiv senast den 15 maj och omfatta föregående års verksamhet. 
Slutrapport ersätter Årsrapporten för det sista projektåret.  

6.3 Samarbetspartnern är skyldig att under hela Avtalets giltighetstid inkomma med 
följande dokument till ForumCiv inom en (1) månad från att de färdigställts: 

a) Konstituerande mötesprotokoll eller liknande som styrker firmatecknares 
behörighet, undertecknad enligt föreningspraxis, 

b) Årsmötesprotokoll, undertecknad enligt föreningspraxis, 

c) Samarbetspartnerns verksamhetsberättelse, undertecknad av avgående styrelse, 

d) Samarbetspartnerns årsredovisning (inklusive resultat- och balansräkning), 
undertecknad av avgående styrelse, 
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e) Revisionsberättelse daterad och undertecknad av revisor, 

f) Lista över Samarbetspartnerns styrelsemedlemmar (namn, personnummer, 
adress), undertecknad av firmatecknare. 

6.4 Om Samarbetspartnern inte kan hålla de tidsfrister som anges ovan ska ForumCiv 
omedelbart informeras om det. 

6.5 Alla rapporter inom Projektet som inkommer till ForumCiv ska upprättas på 
engelska. Rapporter på annat språk ska på förhand godkännas av ForumCiv. 

7. Finansiell rapportering 
7.1 En finansiell rapport ska innehålla faktiska intäkter och kostnader i jämförelse med 

den godkända Budgeten för rapporteringsperioden, samt förklaringar till 
identifierade avvikelser från Budgeten.  

7.2 Den finansiella rapporten ska vara undertecknad av Samarbetspartnerns behöriga 
firmatecknare.  

7.3 Den finansiella rapporten ska upprättas på ett sådant sätt att direkta jämförelser kan 
göras med den senast godkända Budgeten, med användning av samma valuta och 
budgetposter.  

7.4 Den finansiella rapporten ska innehålla kolumner med ackumulerad information för 
olika budgetposter (både intäkter och kostnader) från tidigare perioder.  

7.5 Den finansiella rapporten ska också innehålla: 

a) tillämpade bokföringsprinciper (bokföringsmässiga grunder, kontantprincipen 
eller modifierad), 

b) inkomster från alla inkomstkällor, inklusive ränta och valutakursvinster, 
ForumCivs Bidrag, angivet både i den valuta i vilken den överfördes och i det 
belopp som erhölls i lokal valuta, 

c) uppkomna valutakursvinster och/eller förluster. Rapporten ska inkludera hela 
kedjan av växlingar som är nödvändiga för att genomföra Projektet. Använd 
redovisningsprincip ska anges som en not till den finansiella rapporten. 

d) bokförda kostnader under den aktuella rapporteringsperioden, 

e) oanvända medel per rapporteringsdatum. Saldot ska specificera 
valutakursvinster eller valutakursförluster under rapporteringsperioden, 

f) balansräkning (när detta krävs enligt den använda bokföringsprincipen),  

g) förklaringar, inklusive en beskrivning av de bokföringsprinciper som använts 
och annat eventuellt förklarande material som kan vara nödvändigt för 
transparent finansiell rapportering i Projektet, och 

h) i förekommande fall, vilka belopp som vidareförmedlats till Partner i 
efterföljande led. Beloppet ska specificeras i not eller bilaga med följande 
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information: belopp som har redovisats och rapporterats av implementerande 
partner, belopp som är utbetalt men ännu inte har förfallit för rapportering samt 
belopp som har förfallit för rapportering men där rapportering saknas.  Den årliga 
rapporten ska inkludera en bilaga med information om de Partner i efterföljande 
led som har erhållit medel under året. Bilagan ska innehålla information för varje 
Partner i efterföljande led gällande land, start- och slutdatum, totala summorna 
för budget samt utfall för året. 

8. Årlig revision  
8.1 Samarbetspartnern ska låta revidera Bidraget årligen. Denna årliga revision ska ske 

i enlighet med ForumCivs revisionsinstruktion för Svenska 
Partnerskapsprogrammet (Bilaga III). ForumCiv förbehåller sig rätten att göra 
tillägg eller ändringar i instruktionen under avtalsperioden.  

8.2 Revisionen ska utföras av en extern, oberoende och kvalificerad revisor. Revisionen 
ska ske i enlighet med internationella revisionsstandarder utgivna av International 
Auditing and Assurance Standards Board (IAASB). Den undertecknande revisorn 
får inte anlitas för uppdraget mer än 7 år i följd. 

8.3 ForumCiv förbehåller sig rätten att godkänna Samarbetspartnerns val av revisor och 
kan komma att kräva att revisorn byts ut om denne inte har utfört sitt uppdrag på ett 
tillfredsställande sätt eller om det förekommer misstankar avseende revisorns 
oberoende ställning eller professionella kunskaper. 

8.4 Kostnaden för revisionen ska bäras av Samarbetspartnern, ska ingå i Budgeten och 
belasta Projektet. Samarbetspartnern ska säkerställa att ForumCivs 
revisionsinstruktion för Svenska Partnerskapsprogrammet inkluderas i 
uppdragsbrevet mellan Samarbetspartnern och revisorn. 

8.5 Utifrån de iakttagelser som revisorn gjort under revisionsprocessen och de 
rekommenderade åtgärder som angivits i revisionsrapporten ska Samarbetsparten ta 
fram ett Management response och ge in till ForumCiv. I Management response ska 
det anges vilka åtgärder som planeras, en tidsram för när dessa ska genomföras och 
vilken funktion hos Samarbetsparten som har ansvar för att de genomförs.  

8.6  Samarbetspartnern ska i alla avtal som den ingår med Partner i efterföljande led ha 
med villkor enligt vilka Partner i efterföljande led ska utföra årliga revisioner. 
Revisionerna ska utföras i enlighet med ForumCivs revisionsinstruktion för Svenska 
Partnerskapsprogrammet. Samarbetspartnern får lägga till ytterligare 
granskningspunkter i ISRS 4400 uppdraget baserat på sin riskbedömning av Partner 
i efterföljande led. Samarbetspartnern ska verifiera att medel som vidareförmedlats 
till andra parter har varit föremål för revision och att Samarbetspartnern har vidtagit 
åtgärder utifrån rapporterade brister. Väsentliga iakttagelser/brister ska anges i 
Samarbetspartnerns rapportering till ForumCiv. Samarbetspartnern förbehåller sig 
rätten att godkänna val av revisor och uppdragsbeskrivning som gjorts av Partner i 
efterföljande led. 
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8.7 I förekommande fall ska Samarbetspartnern säkerställa att Partner i efterföljande led 
underställs adekvata revisionsprocesser som innefattar följande:  

a) Dokumenterad kontroll av revisorns oberoende och professionella kunskaper, 

b) Dokumenterad kontroll av huruvida revisorns rapportering överensstämmer med 
vad som krävs enligt Avtalet, och 

c) Dokumenterat ställningstagande av revisorns rapportering och huruvida adekvat 
uppföljning gjorts utifrån mottagen information. 

9. Finansiell hantering 
9.1 Samarbetspartnern ska upprätthålla aktuell bokföring över Projektets inkomster och 

utgifter genom att använda ett ändamålsenligt dubbelt bokföringssystem i enlighet 
med de bokförings- och redovisningsprinciper och den lagstiftning som gäller i det 
land där Samarbetspartnern är etablerad.  

9.2 Bokföringen ska uppdateras åtminstone månatligen. Samarbetspartnern ska 
färdigställa bank- och kassaavstämningar månatligen och detta ska dokumenteras. 

9.3 Inkomster och utgifter inom Projektet ska vara lätta att identifiera och verifiera, 
antingen genom användning av separata konton för Projektet eller genom att 
säkerställa att utgifter för Projektet enkelt kan identifieras och härledas till och inom 
Samarbetspartnerns konton och bokföringssystem. Eventuell upplupen ränta på 
Bidraget ska framgå. 

9.4 Samarbetspartnern ska bevara Projektets bokföringsunderlag under Avtalets 
giltighetstid och i sju (7) år (eller längre utifrån den lagstiftning som gäller i 
verksamhetslandet) efter det datum då Avtalet löpt ut eller sagts upp. Detta 
inkluderar bl.a. verifikationer, kvitton, kontrakt, upphandlingsdokument och 
bankkontoutdrag, eller motsvarande. Dokumenten ska förvaras i tydlig ordning och 
på ett säkert sätt och ska vid förfrågan ställas till ForumCivs förfogande inom 15 
dagar. 

10. Upphandling 
10.1 ForumCivs regler för inköp och upphandling av varor och tjänster (Bilaga IV), 

tillsammans med detta Avtal ska användas för upphandling av varor, entreprenad 
och tjänster som finansieras genom detta Avtal. Om Samarbetspartnern har egna 
upphandlingsregler som ForumCiv bedömer vara likvärdiga med ForumCivs regler 
för inköp och upphandling av varor och tjänster, kan dessa i stället biläggas Avtalet 
med Samarbetspartnern. 

10.2 Upphandling ska ske i enlighet med tillämpliga upphandlingsprinciper avseende 
icke-diskriminering, likabehandling, proportionalitet, öppenhet, förutsebarhet och 
ömsesidigt erkännande. 
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10.3 Upphandlingsdokument, inklusive alla publicerade annonser om upphandling, ska 
upprättas på svenska, engelska, spanska, franska, portugisiska eller arabiska. 
Upphandlingsdokument på annat språk ska på förhand godkännas av ForumCiv. 

10.4 På begäran av någon av Parterna kan samråd hållas för frågor som rör upphandling. 

10.5 ForumCiv har, när som helst under Projektperioden, rätt att genomföra kontroller av 
upphandlingar inom Projektet eller utföra revision på upphandlingen. 
Samarbetspartnern ska på ForumCivs begäran tillhandahålla all nödvändig 
dokumentation och information. 

11. Utvärderingar 
11.1 Utvärdering av Projektet ska göras i enlighet med de krav som anges i artikel 2 i 

Allmänna villkor.  

12. Särskilda föreskrifter  
(om särskilda föreskrifter finns inom programmet och/eller det specifika projektet) 

13. Avvikelser och ändringar i Projektet eller 
i Samarbetspartnerns organisation 

13.1 Om Samarbetspartnern vill göra väsentliga avvikelser eller ändringar i Projektet 
enligt nedan ska dessa skriftligen godkännas i förväg av ForumCiv. I begäran till 
ForumCiv ska Samarbetspartnern klargöra bakgrunden och orsaken till ändringen 
samt förklara på vilket sätt ändringen påverkar Projektet och måluppfyllelsen. 
Följande utgör väsentliga avvikelser eller ändringar i Projektet: 

a) Ändringar i budget som innebär att totalsumman ändras; 

b) Omfördelning av medel som innebär att en eller flera budgetposter avviker från 
senast godkända budget med tio (10) procent eller mer,  

c) Ändringar i budget som innebär att löner och ersättningar ändras; 

d) Ändringar som innebär nya kostnadstyper eller budgetposter; 

e) Omfördelning av medel från Partner i efterföljande led till Samarbetspartnern; 

f) Omfördelning av oanvända medel från ett år till ett annat inom samma Avtal. 
Notera att skriftliga godkännanden i förväg görs på uppskattningar av 
omfördelning av oanvända medel. Faktiska omfördelningar beslutas sedan i 
samband med uppdatering av budget under innevarande år); 

g) Betydande ändringar av planerade aktiviteter som påverkar Projektets 
målsättning och resultat; 

h) Ändring av Projektperiod  

i) Ändring av Rapporteringsdatum; 
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j) Nya eller ändrade mål/delmål/förväntade resultat; 

k) Andra förändringar som påverkar Samarbetspartnerns möjlighet att genomföra 
Projektet enligt Avtalet, till exempel förändringar av Partner i efterföljande led, 
ändringar i region/land där Projektet ska genomföras, större legala, strukturella 
och/eller organisatoriska förändringar som påverkar Samarbetspartnerns 
kapacitet och förmåga. 

14. Samarbete och kommunikation 
14.1 Parterna ska samarbeta och regelbundet kommunicera med varandra om alla frågor 

som rör Projektets genomförande och detta Avtal. Parterna ska hålla möten enligt 
överenskommelse. 

14.2 Parterna ska hålla uppföljningsmöten om och när det efterfrågas av någon av 
Parterna. Närmare detaljer angående dagordning och tillvägagångssätt bestäms av 
Parterna. 

14.3 All kommunikation mellan ForumCiv och Samarbetspartnern med anledning av 
detta Avtal ska ske skriftligen mellan ansvarig handläggare hos ForumCiv och 
ansvarig kontaktperson hos Samarbetspartnern. Om inget annat avtalats ska 
kommunikation ske på engelska. 

14.4 Ett meddelande anses ha mottagits vid leveranstiden, om levererat personligen, med 
rekommenderat brev eller bud till huvudmottagaren; eller vid tiden för överföringen 
i läslig form till mottagarens system om skickat via e-post. 

14.5 ForumCivs projektnummer ska anges i all kommunikation som sker med anledning 
av detta Avtal. 

14.6 Ändringar i kontaktuppgifter (till exempel kontaktperson, adress, e-post etc.) ska 
informeras av båda parter. 

15. Avtalets giltighetstid 
15.1 Avtalet är giltigt från och med det datum då båda Parter undertecknat det och förblir 

giltigt till dess att det sägs upp enligt bestämmelserna i de Allmänna villkoren, eller 
till dess att oanvända medel har återbetalats till ForumCiv och att alla 
rapporteringskrav enligt detta Avtal har uppfyllts och skriftligen godkänts av 
ForumCiv.  

15.2 Att Avtalet sägs upp eller löper ut fritar inte Parterna från eventuell 
ansvarsskyldighet till följd av handling eller underlåtenhet som har ägt rum innan 
sådan uppsägning eller sådant upphörande.  

16. Ogiltighet 
16.1 Om någon föreskrift i detta Avtal förklaras olaglig, helt eller delvis, ska sådan 

föreskrift eller del av den inte anses vara en del av detta Avtal. Lagligheten, 
giltigheten eller verkställbarheten av resten av detta Avtal ska dock inte påverkas 
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17. Lagval och tvistlösning 
17.1 Detta Avtal regleras av svensk lag utan hänsyn till lagvalsregler. 

17.2 Alla tvister, meningsskiljaktigheter och krav som uppstår med anledning av detta 
Avtal, eller brott mot, eller uppsägning av detsamma eller att dess giltighet 
ifrågasätts, som inte Parterna själva kan lösa ska slutgiltigt avgöras i svensk domstol 
med Stockholms tingsrätt som första instans.  

18. Underskrifter 
18.1 Detta Avtal har upprättats på svenska i två (2) original, ett original för ForumCiv 

och ett original för Samarbetspartnern. 

För ForumCiv            För Samarbetspartnern   

     

Ort, datum 

  

  Ort, datum 

  

Underskrift, behörig firmatecknare   Underskrift, behörig firmatecknare 

      

Namn, textat    Namn, textat 

För ForumCiv            För Samarbetspartnern   

      

Ort, datum 

   

  Ort, datum 

  

Underskrift, behörig firmatecknare   Underskrift, behörig firmatecknare 

       

Namn, textat    Namn, textat 
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Inledning 
Dessa Allmänna villkor gäller för Sidabidrag förmedlade av ForumCiv. De Allmänna villkoren utgör 
en bilaga till Samarbetsavtalet (hädanefter kallat ”Avtalet”) som ingåtts mellan ForumCiv och 
Samarbetspartnern.  

1. Rapportering 
1.1 Samarbetspartnern ska rapportera i enlighet med Avtalet. Rapporteringen ska innehålla 

en narrativ och en finansiell rapport, inklusive en årlig revisionsrapport. Rapporteringen 
ska följa avtalet samt ForumCivs instruktioner och mallar för den typ av bidrag som 
Samarbetspartnern erhållit.  

1.2 Om Samarbetspartnern lämnar in sena eller ofullständiga rapporter, eller om ForumCiv 
inte kan godkänna rapporteringen har ForumCiv rätt att hålla inne Bidragsmedel tills 
dess att Samarbetspartnern har vidtagit åtgärder för att korrigera situationen och 
ForumCiv har godkänt dessa åtgärder.  

2. Uppföljning och utvärdering 
2.1 Samarbetspartnern ska ha metoder, rutiner och verktyg för att följa upp Projektet. 

Samarbetspartnern ska använda den information som inhämtats genom uppföljningen 
för att dra lärdomar och för att anpassa utförandet av Projektet samt som underlag till 
den rapportering som lämnas in till ForumCiv. 

2.2 Utvärderingar ska göras i samråd med ForumCiv och i enlighet med OECD:s kommitté 
för utvecklingsbistånd (”DAC”) utvärderingsstandarder1, eller enligt annan vedertagen 
praxis som innebär att noggrant införskaffa, systematisera och redovisa kunskap om 
aktuell verksamhet utifrån givna kriterier samt värdera denna mot en referensram som 
är tydliggjord och relevant i sammanhanget. Utvärderingar gjorda inom ramen för 
ForumCivs verksamhet ska ta hänsyn till Istanbulprinciperna för 
utvecklingseffektivitet2. Utvärderingar ska vara användarfokuserade, dvs. fokusera på 
de avsedda användarna för en viss utvärdering och på hur den genomförda utvärderingen 
ska användas. Utvärderingsprocessen ska utformas, genomföras och rapporteras på ett 
sätt som tillvaratar de avsedda användarnas behov. 

2.3 Om Samarbetspartnern eller en annan part initierar en granskning eller utvärdering av 
aktiviteter som helt eller delvis finansieras av Bidraget ska ForumCiv informeras. 
Samarbetspartnern ska på begäran överlämna en kopia av rapporten från en sådan 
granskning eller utvärdering till ForumCiv. 

2.4 Samarbetspartnern ska samarbeta med och bistå ForumCiv vid eventuella ytterligare 
utvärderingar, granskningar eller andra uppföljningsåtgärder som ForumCiv begär. 

 
1 Evaluation of development programmes - OECD 
2 The Istanbul Principles on development effectiveness | Global Partnership for Effective Development Co-
operation (effectivecooperation.org)" 
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ForumCiv ska bära kostnaden för ytterligare utvärderingar som begärs av ForumCiv om 
inget annat överenskommits mellan Parterna. 

2.5 Rekommendationer till Samarbetspartnern från utvärderingar ska bemötas i ett 
Management Response som ska innehålla en åtgärdsplan, tidsplan och uppgifter om vem 
som är ansvarig för dess genomförande. Parterna ska komma överens om uppföljning 
av åtgärdsplanen.  

3. Kontrollåtgärder 
3.1 Företrädare för ForumCiv, Sida och Riksrevisionen har rätt att utföra oberoende 

granskningar, revisioner, fältbesök, utvärderingar eller andra kontrollåtgärder av 
Projektet. Besök, granskningar och utvärderingar ska normalt föregås av samråd med 
Samarbetspartnern. Riksrevisionen, Sida och ForumCiv förbehåller sig dock rätten att 
genomföra oförberedda inspektioner. Syftet med dessa kontrollåtgärder kan bl.a. 
vara att säkerställa att Bidraget används i enlighet med Avtalet eller att utvärdera om 
resultat uppnås i Projektet. Den part som genomför granskningen ska bära kostnaden för 
sådana kontrollåtgärder. 

3.2 Samarbetspartnern ska underlätta sådana kontrollåtgärder som avses i 3.1 genom att 
tillhandahålla all nödvändig dokumentation som krävs för att kunna genomföra den 
aktuella kontrollåtgärden, samt säkerställa obegränsad tillgång till lokaler och de 
handlingar, varor och dokument som efterfrågas. Dokument och verifikationer ska vara 
lättillgängliga och arkiverade på ett sådant sätt att granskningen av dem underlättas. 
Samarbetspartnern ska upplysa den företrädare som utför granskningen om var 
informationen finns tillgänglig.  

3.3 Rättigheter och skyldigheter enligt denna artikel 3 ska gälla i 7 år efter att Avtalets 
giltighetstid löpt ut. 

4. Villkor för utbetalning 
4.1 Utbetalning sker efter att Samarbetspartnern har inkommit med skriftlig rekvisition till 

ForumCiv. Samarbetspartnern ska använda den för Avtalet gällande 
rekvisitionsblanketten, inklusive eventuella bilagor. Rekvisitionen ska signeras av 
firmatecknare som därmed bekräftar att villkoren för utbetalning är uppfyllda. 

4.2 Det belopp som önskas rekvireras ska vara angivet i avtalsvalutan, detta oberoende av i 
vilken valuta som utbetalningen genomförs i. Vid utbetalning i annan valuta än 
avtalsvalutan, ska det tydligt framgå i rekvisitionsblanketten. För att ForumCiv ska 
kunna genomföra en utbetalning inom ett visst kalenderår ska rekvisitionen ha inkommit 
till ForumCiv enligt bestämmelserna i Avtalet. 

4.3 Samarbetspartnern ska deponera bidraget på ett bankkonto registrerat i 
Samarbetspartnerns namn. Bankkontot ska tecknas gemensamt av två behöriga 
företrädare. Informationen om bankkontot ska kunna verifieras genom ett skriftligt 
bevis. 
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4.4 Utbetalning av Bidrag är beroende av att ForumCiv erhåller tillräckliga medel från Sida. 
Om Sida inte förser ForumCiv med tillräcklig finansiering, har ForumCiv rätt att hålla 
inne eller reducera utbetalningen av Bidraget i den utsträckning ForumCiv anser 
nödvändig. 

5. Valutakursförändringar 
5.1 Om Bidraget växlas till en annan valuta än avtalsvalutan ska valutaväxlingen göras 

genom det internationella banksystemet eller nationell bank, om inte ForumCiv godkänt 
något annat. 

5.2 Valutakursväxlingar ska ske på ett systematiskt och rimligt sätt, utifrån verksamhetens 
kontext. Transaktioner ska vara nödvändiga för genomförandet av projektet.   

5.3 Om valutakursförändringar minskar värdet på Bidraget i en sådan utsträckning att det 
påverkar genomförandet av Projektet ska Samarbetspartnern informera ForumCiv om 
detta så snart som möjligt. 

5.4 Valutakursvinster kan kvittas mot valutakursförluster under genomförandet av Projektet. 
Ett saldo ska dock fastställas för respektive år i den finansiella rapporten. Om saldot 
utgörs av valutakursvinster i slutet av projektperioden ska denna del inkluderas i den 
utgående balansen och därmed vara en del av de oanvända medel som ska återbetalas 
till ForumCiv i enlighet med artikel 17.1 i dessa Allmänna villkor. ForumCiv täcker 
däremot inga eventuella valutakursförluster i det fall det utgående saldot är negativt i 
slutet av projektperioden.  

5.5 Saldot för valutakursvinster och valutakursförluster som specificeras i den finansiella 
rapporten revideras årligen i enlighet med revisionsinstruktionerna för avtalet.  

6. Immateriella 
rättigheter, utrustning 
och förbrukningsvaror 

6.1 Äganderätt och immateriella rättigheter till Projektets resultat, rapporter och andra 
relaterade produkter tillfaller Samarbetspartnern. ForumCiv ska dock ha en icke-
exklusiv rätt (vilken även omfattar Sida och tredje parter å Sidas vägnar) att använda 
resultat, rapporter och andra dokument så som ForumCiv finner lämpligt och särskilt för 
att lagra, förändra, översätta, visa eller kopiera (genom tekniska medel) och publicera 
eller offentligt kommunicera dessa genom valfri kanal. Samarbetspartnern ska 
säkerställa att den innehar: (i) alla nödvändiga rättigheter för att kunna uppfylla 
ovanstående villkor, och (ii) alla nödvändiga rättigheter för att använda tidigare 
existerande immateriella rättigheter som behövs för att genomföra Avtalet. 
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6.2 Om fysiska och igenkännbara personer finns med i fotografier eller på film ska 
Samarbetspartnern i den slutliga rapport som ges in till ForumCiv intyga att det finns 
medgivanden från dessa personer om att avbildningarna får användas för det i denna 
artikel 6 beskrivna syftet. Detta gäller dock inte för fotografier eller filmer som 
innehåller personer från allmänheten som enbart hypotetiskt skulle kunna identifieras, 
eller offentliga personer som agerar i sin offentliga kapacitet. 

6.3 Inköp, överlåtelse och försäljning av utrustning (såsom, men inte begränsat till, fordon) 
som betalats genom Bidraget får endast göras om inköpet, överlåtelsen eller 
försäljningen har tydlig koppling till Projektets mål och efter skriftligt godkännande från 
ForumCiv. Hur utrustningen ska användas, överlåtas eller säljas innan Projektperiodens 
slut ska dokumenteras. Överföringen ska ske innan Projektperiodens slut. Om 
inköpspriset för utrustningen överstiger 50 000 SEK per vara ska kopior av den handling 
som styrker att överföring skett bifogas den slutgiltiga finansiella rapporten. Blanketten 
“Överföring av äganderätt till tillgångar” ska användas. Kopior av handlingar som 
styrker att överföring av äganderätt skett av utrustning vars inköpspris understiger 50 
000 SEK per vara ska förvaras av Samarbetspartnern i kontrollsyfte och på begäran 
skickas till ForumCiv. 

6.4 Samarbetspartnern är ansvarig för alla frågor som rör utrustning, förbrukningsvaror och 
immateriella rättigheter. 

7. Tillåtna och icke tillåtna 
kostnader 

7.1 Tillåtna kostnader är faktiska kostnader som Samarbetspartnern haft och som uppfyller 
samtliga av följande villkor: 

a) De har uppkommit under Projektperioden i enlighet med Avtalet oavsett tidpunkten 
för Samarbetspartnerns och/eller Partner i efterföljande leds faktiska utbetalning. 
Särskilt gäller att: 

i. Kostnader för tjänster ska avse genomförda aktiviteter, och 
leverantörskostnader ska avse kostnad för leverans och installation av varor 
under Projektperioden. Undertecknande av kontrakt, beställningar eller 
ingående av något åtagande som kan medföra utgifter under 
Projektperioden för framtida leverans av varor och tjänster efter 
Projektperiodens slut uppfyller inte detta villkor. 

ii. Uppkomna kostnader ska betalas innan den slutliga rapporten lämnas in. 
Kostnader kan betalas efteråt förutsatt att de anges i den slutliga finansiella 
rapporten tillsammans med beräknat betalningsdatum. 

iii. Undantag är tillåtet för kostnader som avser slutrapporter, inklusive 
verifiering av kostnader, revision eller slutlig utvärdering av Projektet 
som kan ha uppstått efter Projektperiodens slut. 

b) de är angivna i den övergripande budgeten för Projektet och har specificerats i den 
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godkända Projektbeskrivningen och Budgeten, 

c) de är nödvändiga för genomförandet av Projektet, 

d) de är identifierbara, verifierbara och registrerade i Samarbetspartnerns bokföring 
samt fastställda i enlighet med den bokföringsstandard som tillämpas i det land där 
Samarbetspartnern har sitt säte eller som är upprättad i enlighet med ”International 
Financial Reporting Standards” (IFRS) och är i enlighet med de 
redovisningsprinciper som Samarbetspartnern normalt tillämpar, 

e) eventuella lönekostnader som belastar Projektet ska bokföras på ett systematiskt sätt 
under hela Projektperioden och ska kunna verifieras med underliggande 
dokumentation. Arbetad tid ska dokumenteras löpande under Projektet och 
verifieras av ansvarig chef. Eventuella avvikelser mellan bokförd tid och arbetad 
tid ska justeras löpande, och 

f) de är rimliga, berättigade och följer principerna för ansvarsfull ekonomistyrning, 
framför  allt vad gäller hushållning med resurser och kostnadseffektivitet. 

7.2 Följande kostnader är inte tillåtna:  

a) skulder, och för projekt, även ränta, jämte avgifter, 

b) avsättningar för förluster eller framtida skulder, 

c) poster som redan finansieras genom andra avtal med ForumCiv eller någon annan 
givare, 

d) köp eller byggnation av fastigheter (land eller byggnader), 

e) krediter eller lån till tredje parter, 

f) resekostnader i business eller första klass,  

g) ersättningar för deltagande i möten, medverkande i workshops eller liknande till 
personal, inbjudna talare eller andra deltagare som redan erhåller lön eller annat 
arvode. 

h) avsättningar till reserver, eller 

i) medlemsavgifter till ForumCiv eller Globalportalen. 

8. Vidareförmedling till Partner i 
efterföljande led 

8.1 Om hela eller delar av Bidraget vidareförmedlas till en Partner i efterföljande led ansvarar 
Samarbetspartnern för att säkerställa att alla åtaganden gentemot ForumCiv uppfylls. 

8.2 Samarbetspartnern ansvarar för att medel som vidareförmedlats till en Partner i 
efterföljande led följs upp och att en bedömning görs av Partner i efterföljande leds 
organisatoriska kapacitet, interna styrning och kontroll och risker, samt för att det sker 
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en uppföljning och utvärdering av projektet. Samarbetspartnern intygar att den har, och 
löpande under Avtalets giltighetstid upprätthåller, nödvändig kapacitet, intern styrning 
och kontroll samt system och processer för att uppfylla dessa skyldigheter. 

8.3 Samarbetspartnern ska ingå ett skriftligt avtal med Partner i efterföljande led innan några 
medel kan rekvireras eller utbetalas från Samarbetspartnern till Partner i efterföljande 
led. Samarbetspartnern är skyldig att säkerställa att bestämmelserna i detta Avtal 
efterlevs i avtal med Partner i efterföljande led.  

8.4 Då dessa Allmänna villkor uppdateras under Avtalets giltighetstid, eller då 
avtalsvillkoren i övrigt förändras i enlighet med bestämmelserna i Avtalet, är 
Samarbetspartnern skyldig att säkerställa att förändringarna återspeglas i avtal med 
Partner i efterföljande led. 

8.5 Avtalet mellan Samarbetspartnern och Partnern i efterföljande led ska innehålla avtalad 
budget och bestämmelser om bl.a. projektperiod, rapportering, uppföljning, utvärdering, 
revision, upphandling, otillåtna kostnader, avtalsändringar, skyldighet att tillhandahålla 
information och åtgärder för att förebygga, identifiera och åtgärda korruption och andra 
oegentligheter. Vidare ska följande uttryckligen anges i Avtalet: 

a) Samarbetspartnern, Företrädare för ForumCiv, Sida och Riksrevisionen ska ha 
likställda möjligheter att vidta kontrollåtgärder avseende Partnern i efterföljande 
leds användning av Bidraget i enlighet med artikel 3 i dessa Allmänna villkor. 

b) Samarbetspartnern ska ha rätt att kräva återbetalning av Bidraget från Partner i 
efterföljande led under samma förutsättningar och i samma utsträckning som 
ForumCiv har rätt att kräva återbetalning från Samarbetsparten samt även ha rätt att 
utöva alla andra rättigheter i samma uträckning som ForumCiv kan komma att utöva 
motsvarande rättigheter gentemot Samarbetsparten i enlighet med detta Avtal. 

c) Ett villkor avseende restriktiva åtgärder i enlighet med artikel 14.3. 

d) Samarbetspartnern ska ha rätt att säga upp Avtalet med Partner i efterföljande led i 
samma utsträckning som ForumCiv har rätt att säga upp detta Avtal. 

8.6 Samarbetspartnern ska när Projektet påbörjas, och därefter regelbundet under 
Projektperioden, göra bedömningar av Partner i efterföljande leds interna styrning och 
kontroll samt system och processer för att säkerställa att varje Partner i efterföljande led 
har nödvändig kapacitet och interna rutiner som motsvarar kraven i Avtalet. 
Samarbetspartnern ska även följa upp att Partner i efterföljande led följer Avtalet under 
hela Projektperioden. På förfrågan ska Samarbetspartnerns bedömningar delas med 
ForumCiv och ska, i relation till förväntad risk, bland annat omfatta: 

- tillförlitligheten och integriteten hos Partner i efterföljande leds
 finansiella kontroll, system och processer, 

- effektiviteten i Partner i efterföljande leds Projekt, 

- befintliga system för att skydda Projektets tillgångar, och 

-  efterlevnaden av avtalet mellan Samarbetspartnern och Partner i efterföljande led. 

8.7 Utbetalning till en Partner i efterföljande led ska alltid göras baserat på medelsbehov och 
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genom banköverföring via det internationella eller nationella banksystemet om inget 
annat avtalats skriftligen med ForumCiv. Medlen ska hållas på ett bankkonto i Partner i 
efterföljande leds namn vilket ska kunna verifieras genom skriftligt bevis och som ska 
tecknas gemensamt av två behöriga företrädare. 

8.8 Samarbetspartnern är fullt ut ansvarig mot ForumCiv för Bidrag och tillgångar som 
vidareförmedlats till Partner i efterföljande led, inklusive att Samarbetspartnern svarar 
för återbetalningsskyldighet på grund av Partner i efterföljande leds agerande eller 
underlåtenhet. 

8.9 Avvikelser i förhållande till efterlevnad av avtalade skyldigheter i efterföljande led ska 
omedelbart rapporteras till ForumCiv. 

8.10 Denna artikel 8 är även tillämplig om en Partner i efterföljande led har rätt att överföra 
bidragsmedel till en Partner i ytterligare efterföljande led. 

9. Avvikelser och ändringar 
i Projektet eller i 
Samarbetspartnerns 
organisation 

9.1 Väsentliga avvikelser eller ändringar i Projektet ska skriftligen godkännas i förväg av 
ForumCiv. Vad som utgör väsentliga avvikelser eller ändringar specificeras i Avtalet 
samt i eventuella instruktioner till Avtalet.  

9.2 Samarbetspartnern ska utan dröjsmål underrätta ForumCiv om väsentliga ändringar i 
eller omständigheter som väsentligt påverkar Samarbetspartnerns organisation och som 
kan påverka Projektet. 

9.3 ForumCiv kan komma att hålla inne utbetalningar av Bidrag till dess att väsentliga 
avvikelser och ändringar godkänts. 

10. Insyn, sekretess och 
behandling av 
personuppgifter 

10.1 Båda Parter ska ha rätt att publicera dokument och annan information hänförlig till 
Projektet på sina hemsidor och i annan relevant media, om inget annat anges i 
Samarbetsavtalet. 

10.2 Vid begäran om uppvisande av Avtalet eller annat dokument hänförligt till Avtalet måste 
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ForumCiv i varje enskilt fall bedöma om sådant dokument får delas i sin helhet eller 
delvis där konfidentialitet föreligger. Sida har dock rätt att publicera information om 
verksamhet som Sida finansierar på sin hemsida (Sidas webbsida för sådana syften är 
för närvarande: (www.openaid.se) samt i andra relevanta medier. 

10.3 Samarbetsparten är medveten om att bl.a. den svenska tryckfrihetsförordningen 
(1949:105) och offentlighets- och sekretesslagen (2009:400) är tillämpliga för Sidas 
verksamhet.  Vid en begäran om utlämnande av information och handlingar som 
ForumCiv lämnat till Sida avseende detta Avtal kommer Sida i varje enskilt fall att 
avgöra om en sådan handling kan lämnas ut i sin helhet eller delvis och bedöma om 
handlingen innehåller uppgifter som kan omfattas av sekretess.  

10.4 Vid genomförande, förvaltning och uppföljning av detta Avtal kan ForumCiv komma att 
behandla personuppgifter som rör Samarbetspartnern eller Samarbetspartnerns personal, 
leverantörer, Partner i efterföljande led och andra personer som är delaktiga i Projektet. 

10.5 För att uppfylla skyldigheterna i Allmänna dataskyddsförordningen EU 2016/679 
(GDPR) tillhandahåller ForumCiv en informationstext om personuppgiftsbehandling till 
Samarbetspartnern. Genom Avtalet bekräftar Samarbetspartnern att informationstexten 
är överlämnad och mottagen. Informationstexten utgör inte en del av Avtalet. 
Samarbetspartnern ska säkerställa att all anställd personal hos Samarbetspartnern, 
leverantörer, Partner i efterföljande led och andra personer som deltar i Projektet, och 
vars personuppgifter kommer att överföras till ForumCiv, informeras och blir delgivna 
informationstexten. 

10.6 Samarbetspartnern ska bistå ForumCiv vid förfrågningar från Samarbetspartnerns 
personal, leverantörer, Partner i efterföljande led och andra personer som deltar i 
Projektet enligt artiklarna 15–22 i GDPR. 

11. Korruption och andra 
oegentligheter 

11.1 Samarbetspartnern ska aktivt arbeta för att förebygga korruption och andra 
oegentligheter inom och i samband med Projektet. Skyldigheten gäller all personal, 
konsulter och annan kontrakterad arbetskraft samt för Partner i efterföljande led och 
andra mottagare av Bidraget. 

11.2 Med korruption och andra oegentligheter avses all slags: 

a) korruption, inklusive mutor, nepotism, olagliga gåvor och andra former av 
missbruk av förtroende, makt och position för att få otillbörliga fördelar, 

b) förskingring av pengar, inventarier eller andra slag av tillgångar, 

c) bedrägliga påståenden av finansiell eller icke finansiell natur, och 

d) all annan slags användning av medel för Projektet som inte sker i enlighet med 
Projektbeskrivningen och Budgeten. 
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11.3 Samarbetspartnern ska: 

a) Ta hänsyn till risken för korruption eller andra oegentligheter vid planering och 
genomförande av Projektet och identifiera centrala risker samt riskreducerande 
åtgärder. Om en väsentlig risk för korruption eller andra oegentligheter identifieras 
ska riskreducerande åtgärder vidtas för att minska den identifierade risken; 

b) Organisera sin verksamhet och system för intern kontroll på ett sådant sätt att 
korruption och andra oegentligheter förebyggs, upptäcks och hanteras; 

c) Göra sitt yttersta för att förebygga och förhindra korruption och andra 
oegentligheter inom, och i relation till, Projektet; 

d) Kräva att all inblandad personal, inklusive konsulter, leverantörer och annan 
kontrakterad arbetskraft som finansieras genom Projektet, tar avstånd från 
korruption och andra oegentligheter. 

11.4 Samarbetspartnern ska genast informera ForumCiv om det framkommer indikationer på 
korruption och andra oegentligheter i, eller relaterat till, Projektet eller hos 
Samarbetspartnern. 

11.5 Samarbetspartnern är skyldig att på egen bekostnad utreda förekomst av korruption eller 
andra oegentligheter i Projektet och ska vidta åtgärder, inklusive rättsliga åtgärder, mot 
personer om det finns anledning att misstänka dem för korruption eller andra 
oegentligheter. Samarbetspartnern ska därefter löpande rådgöra med ForumCiv om hur 
ärendet ska hanteras. När ärendet har avslutats ska Samarbetspartnern lämna in en 
slutrapport till ForumCiv avseende den misstänkta korruptionen eller de andra 
oegentligheterna. 

11.6 Vid misstanke om korruption eller andra oegentligheter kan ForumCiv begära en 
granskning av Projektet, Samarbetspartnern, Partner i efterföljande led eller andra parter 
som tagit del av Bidraget. Revisor, uppdragsbeskrivning och kostnadsuppskattning och 
möjlig omfördelning av Budget som är nödvändig för att genomföra en sådan utredning 
ska skriftligen godkännas av ForumCiv. Resultaten av utredningen ska skickas till 
ForumCiv så fort de är tillgängliga.  

11.7 Samarbetspartner, Partner i efterföljande led eller andra parter som tagit del av Bidraget 
kan kontakta ForumCiv direkt vid misstanke om korruption eller andra oegentligheter. 
ForumCivs visselblåsartjänst kan också användas för att rapportera misstanke om 
korruption eller andra oegentligheter.  

12. Sexuella utnyttjanden, 
övergrepp och sexuella 
trakasserier 

12.1 Samarbetspartnern ska arbeta aktivt för att motverka och hantera fall av sexuella 
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utnyttjanden, övergrepp och sexuella trakasserier (SEAH) enligt definitionen nedan. 
Skyldigheten gäller all personal, konsulter och annan kontrakterad arbetskraft, Partner i 
efterföljande led och alla tredje parter som är involverade i aktiviteter som finansieras 
av ForumCiv. 

12.2 Följande definitioner gäller: 

a) Sexuellt utnyttjande: Sexuellt utnyttjande eller försök att sexuellt utnyttja en annan 
person i en utsatt ställning, svagare maktposition eller förtroendeställning i syfte att 
gynnas ekonomiskt, socialt eller politiskt, m.m.  

b) Sexuella övergrepp: Sexuell handling eller hot därom genom våld eller tvång, eller 
under ojämlika maktpositioner. 

c) Sexuella trakasserier: Alla former av verbala, icke-verbala eller fysiska uppträdanden 
av sexuell natur som kränker eller som syftar till att kränka en annan persons värdighet. 

12.3 När Samarbetspartnern får kännedom om misstankar eller anmälningar som rör SEAH, 
ska Samarbetspartnern utgå från den utsatta personens perspektiv och snabbt vidta 
åtgärder för att beteendet ska upphöra, utreda händelsen/erna samt rapportera till 
relevanta brottsbeivrande myndigheter med beaktande av den utsatta personens 
rättigheter, behov och önskemål. 

12.4 Samarbetspartnern ska skyndsamt rapportera anklagelser om SEAH till ForumCiv som 
är tillräckligt substantiella för att leda till en utredning relaterat till Avtalet samt 
anklagelser om SEAH som inte direkt är kopplade till Avtalet men som har betydande 
konsekvenser för partnerskapet med ForumCiv. Rapportering ska ske på ett sätt som inte 
riskerar säkerheten och rätten till ett korrekt förfarande för de berörda personerna. 

13. Intressekonflikter 
13.1 Samarbetspartnern ska vidta nödvändiga försiktighetsåtgärder för att undvika alla slags 

intressekonflikter relaterade till Projektet. Samarbetspartnern ska säkerställa att dess 
personal, inklusive dess ledning, som är delaktiga i Projektet inte försätts i en situation 
som kan ge upphov till en intressekonflikt. 

13.2 Med intressekonflikt avses varje situation där någon agerar på Samarbetspartnerns 
vägnar och dennes opartiska och objektiva agerande åsidosätts, eller riskerar att 
åsidosättas som en följd av släktskap, privatliv, politisk eller nationell samhörighet, 
ekonomiska intressen eller någon annan anknytning eller intressegemenskap med någon 
annan person. 

13.3 Om det uppstår en intressekonflikt ska Samarbetspartnern genast skriftligen meddela 
ForumCiv om detta och vidta alla nödvändiga åtgärder för att lösa konflikten, t.ex. 
genom att ersätta personen i fråga eller genom att införskaffa oberoende verifikation av 
de omständigheter som föranledde det ifrågasatta beslutet eller transaktionen. 

13.4 ForumCiv förbehåller sig rätten att verifiera att de åtgärder som vidtagits är lämpliga och 
kan, om nödvändigt, komma att kräva att ytterligare åtgärder vidtas. 
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14. Tillämpning av restriktiva 
åtgärder 

14.1 Samarbetspartnern ska säkerställa att Bidraget inte görs tillgängligt, eller ges till förmån 
för, tredje parter som finns upptagna på EU:s samlade lista över personer, grupper och 
enheter som är föremål för finansiella sanktioner (EU:s sanktionslista), som tillhandhålls 
på www.sanctionsmap.eu. Samarbetspartnern ska vidta alla lämpliga 
försiktighetsåtgärder och nödvändiga förfaranden för att förhindra att någon del av 
Bidraget används på sådant sätt som anges ovan. 

14.2 Samarbetspartnern ska granska de Partner i efterföljande led och leverantörer som 
finansieras av Bidraget för att säkerställa att dessa inte finns upptagna på EU:s 
sanktionslista. 

14.3 Samarbetspartnern ska säkerställa att Avtalen med dess Partner i efterföljande led och 
leverantörer ålägger den som mottar Bidraget att granska sina Partner i efterföljande 
led och leverantörer och använda alla skäliga medel för att säkerställa att inget 
bidragsmedel som tillhandahålls enligt dessa Avtal görs tillgängliga, eller ges till 
förmån för, personer, grupper och enheter som finns upptagna på EU:s sanktionslista. 

14.4 Om Samarbetspartnern under Avtalets giltighetstid upptäcker att bidragsmedel har gjorts 
tillgängligt för, eller getts till förmån för, personer, grupper eller enheter som finns 
upptagna på EU:s sanktionslista ska Samarbetspartnern genast informera ForumCiv om 
detta. Samarbetspartnern ska ge ForumCiv en fullständig redogörelse för alla kända 
omständigheter i ärendet och ska därefter kontinuerligt samråda med ForumCiv om 
vidare hantering av ärendet för att gemensamt fastställa korrigerande åtgärder i enlighet 
med respektive tillämplig rättsordning. 

15. Avtalsbrott 
15.1 Om Samarbetspartnern inte uppfyller sina åtaganden enligt Avtalet och/eller om det finns 

misstanke om korruption eller andra oegentligheter, eller att åtagandena avseende 
restriktiva åtgärder (se artikel 14 ovan) inte efterlevts, kan ForumCiv komma att hålla 
inne utbetalning av hela eller delar av Bidraget och/eller kräva återbetalning av hela eller 
delar av Bidraget. Samarbetspartnern blir återbetalningsskyldig till ForumCiv i det fall 
ForumCiv på grund av samarbetspartnerns agerande eller underlåtenhet blir 
återbetalningsskyldig till Sida. ForumCiv har också rätt att med omedelbar verkan säga 
upp Avtalet, utan att utge kompensation av något slag, om Samarbetspartnern inte 
uppfyller någon av de skyldigheter som åligger denne efter att ha meddelats skriftlig 
uppmaning om att efterkomma skyldigheten, men ändå inte uppfyller skyldigheten, eller 
inom 14 dagar från det att den skriftliga uppmaningen skickats inte har inkommit med 
en godtagbar förklaring. 

15.2 Vid ett väsentligt brott mot Avtalet kan ForumCiv, utöver att hålla inne utbetalning 
och/eller kräva återbetalning av hela eller delar av Bidraget i enlighet med artikel 15.1 
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ovan, komma att säga upp Avtalet med omedelbar verkan utan att utge någon 
kompensation av något slag. 

15.3 Väsentliga brott mot Avtalet kan omfatta, men inte vara begränsade till, följande 
situationer: 

a) att Bidraget helt eller delvis inte har använts i enlighet med Avtalet och/eller 
godkända Projektbeskrivningar och Budgetar, 

b) att Samarbetspartnern har lämnat falska eller ofullständiga uppgifter för att erhålla 
Bidraget, 

c) att användningen av Bidraget inte har redovisats på ett tillfredsställande sätt, 

d) att Samarbetspartnern inte har inkommit med avtalade rapporter, eller att denne 
medvetet gett in rapporter som inte speglar verkliga förhållanden, 

e) korruption och andra oegentligheter, tjänstefel, penningtvätt, att åtagandena 
avseende restriktiva åtgärder (se artikel 14 ovan) inte efterlevts eller att olagliga 
aktiviteter av något slag relaterade till Projektet har ägt rum hos Samarbetsparten 
eller någon av dess Partners i efterföljande led utan att Samarbetspartnern har 
vidtagit relevanta åtgärder, 

f) att Samarbetspartnern inte har informerat ForumCiv om indikationer på korruption 
och andra oegentligheter eller om att åtagandena avseende restriktiva åtgärder inte 
efterlevts i enlighet med artiklarna 11 och 14 i dessa Allmänna villkor, 

g) att Samarbetspartnern inte följt bestämmelserna i artikel 13 i dessa Allmänna villkor 
(Intressekonflikter), 

h) att Samarbetspartnern inte fullföljt sina skyldigheter avseende inbetalning av 
sociala avgifter och skatter i enlighet med tillämplig lagstiftning i det land där denne 
är etablerad, 

i) att Samarbetspartnern har ändrat sin juridiska form utan att i förväg meddela 
ForumCiv, 

j) att Samarbetspartnern gått i konkurs, är under avveckling eller att dess tillgångar 
förvaltas av domstol, eller att denne är föremål för något liknande eller motsvarande 
förfarande enligt nationell lagstiftning, 

k) att Samarbetspartnerns underlåtenhet att vidta förebyggande åtgärder mot sexuellt 
utnyttjande, övergrepp eller sexuella trakasserier, att utreda sådana anklagelser eller 
vidta korrigerande åtgärder när sexuellt utnyttjande, övergrepp eller sexuella 
trakasserier har inträffat, eller 

l) att Samarbetspartnern är involverad eller agerar på ett sätt som kränker individens 
grundläggande frihet och rättigheter, diskriminerar eller bryter mot principen om 
lika värde för alla människor. 

15.4 Om en handling omfattas av både definitionen för korruption enligt artikel 11.2 och 
sexuellt utnyttjande, sexuella övergrepp och sexuella trakasserier (SEAH) enligt artikel 
12.2 i dessa Allmänna villkor, kommer handlingen att betraktas som ett fall av SEAH. 
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15.5 Samarbetspartnern ska genast informera ForumCiv om omständigheter som tyder på, 
eller kan komma att leda till, ett avtalsbrott och ska tillhandahålla all nödvändig 
information och dokumentation för att ForumCiv ska kunna avgöra om ett avtalsbrott 
ägt rum. 

15.6 ForumCiv kan också komma att hålla inne utbetalningar eller säga upp Avtalet med 
omedelbar verkan om Samarbetspartnern begått ett väsentligt brott mot något annat 
Avtal mellan ForumCiv och Samarbetspartnern. 

15.7 ForumCiv har vid krav om återbetalning rätt att inkludera ränta och annan vinst som 
uppkommit till följd av att Samarbetspartnern inte uppfyllt sina skyldigheter enligt 
Avtalet och/eller om det föreligger misstanke om korruption eller andra oegentligheter 
eller om att åtagandena avseende restriktiva åtgärder (se artikel 14 ovan) inte efterlevts. 

15.8 Om avtalet med Sida, eller annan betydande givare, som finansierar bidraget till 
ForumCiv, upphör, har ForumCiv rätt att, oavsett vad som annars anges i 
Samarbetsavtalet, säga upp detta Samarbetsavtal. I sådant fall upphör Samarbetsavtalet 
vid samma tidpunkt som avtalet upphör med Sida eller med annan sådan givare. 
Samarbetspartnern ska i sådant fall hålla ForumCiv skadeslös, se 18.1. 

15.9 Samarbetspartnerns alla skyldigheter enligt detta Samarbetsavtal ska, oavsett om 
Samarbetsavtalet upphört eller utlöpt, överleva upphörandet av avtalet därav och 
fortsätta tills Samarbetspartnern fullgjort sin rapportering, revision och 
återbetalningsplikt enligt Samarbetsavtalet. 

16. Uppsägning av Avtalet 
16.1 Båda Parter har rätt att skriftligen säga upp Avtalet. 

16.2 Projektperioden ska avslutas högst två (2) månader efter datum för uppsägning. Under 
dessa två månader ska Samarbetspartnern vidta åtgärder för att minimera kostnader och 
utgifter och får endast använda Bidraget för att täcka åtaganden som var ingångna innan 
Avtalet sas upp  

16.3 Om avtalet sagts upp så ska Samarbetspartnern använda dessa två månader för att 
omgående avbryta eller avveckla Projektet på ett strukturerat och finansiellt ansvarsfullt 
sätt. Samarbetspartnern ska föreslå en plan och en Budget för dessa aktiviteter. Planen ska 
godkännas av ForumCiv. Medel som förblir oanvända efter Projektperiodens slut samt 
upplupen ränta, valutakursvinster och annan vinst ska återbetalas till ForumCiv. 

16.4 Samarbetspartnern ska lämna in en slutrapport till ForumCiv inom två (2) månader enligt 
Avtalet efter Projektperiodens slut. Slutrapporten ska upprättas i enlighet med artikel 1 i 
dessa Allmänna villkor. Samarbetspartnern ska också lämna in en finansiell rapport, 
årsredovisning (om tillämpligt) och en revisionsrapport som omfattar hela perioden från 
den senaste finansiella rapporten fram till Projektperiodens slut, om inte annat anges i 
ForumCivs skriftliga uppsägning. 
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17. Återbetalning av överskott från 
ränta, valutakursförändringar 
och oanvända medel 

17.1 Vid Projektperiodens slut ska oanvända medel återbetalas till ForumCiv så snart som 
möjligt men senast inom 14 kalenderdagar efter att ForumCiv ställt återbetalningskravet 
till Samarbetspartnern. Återbetalningen ska innefatta överskott från ränta, 
valutakursförändringar och annat överskott upplupna på Bidraget, om inte annat 
överenskommits. Återbetalning behöver inte ske om det totala outnyttjade beloppet 
understiger 500 SEK.  

17.2 Samarbetspartnern är ansvarig för att säkerställa att eventuella vidareförmedlade medel 
till Partner i efterföljande led som är oanvända vid Projektperiodens slut tas upp som 
överskott i Samarbetspartnerns rapportering till ForumCiv och att dessa ingår i den 
behållning som ska återbetalas till ForumCiv. 

17.3 Återbetalning ska göras till ForumCivs bankkonto för återbetalning, vilket tillhandahålls 
vid behov.  

17.4 Transaktionen ska markeras: “Oanvända medel”. Samarbetspartnerns namn och 
Projektnummer ska även framgå tydligt. 

18. Ansvar 
18.1 ForumCiv ska inte hållas ansvarig för någon slags skada eller inkomstförlust som 

Samarbetspartnern, dess personal eller egendom har ådragit sig, direkt eller indirekt, till 
följd av Projektet. ForumCiv kommer inte att acceptera någon ersättningsskyldighet eller 
kostnadsökning med anledning av sådana skador eller inkomstförluster. ForumCiv ska 
inte heller hållas ansvarig för någon slags skada eller inkomstförlust som 
Samarbetsparten, dess personal eller egendom har ådragit sig, direkt eller indirekt, till 
följd av oriktig eller sen betalning av Bidragsmedel. 

18.2 Samarbetspartnern är ensamt ansvarig gentemot tredje part, inklusive för alla slags 
skador eller inkomstförluster som de kan ha åsamkats, direkt eller indirekt, till följd av 
Projektet. Samarbetspartnern ska hålla ForumCiv skadelös mot sådana krav eller 
åtgärder som framställs av Samarbetspartnerns anställda eller tredje part i relation till 
Projektet. 

19. Synlighet, erkännande och 
publicering 

19.1 Vid hänvisning till aktiviteter och produkter som helt eller delvis finansierats i enlighet 
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med detta Avtal ska Samarbetspartnern alltid informera om att aktiviteterna eller 
produkterna finansierats genom medel från Sida via ForumCiv, men att varken 
ForumCiv eller Sida har deltagit i framtagandet av aktiviteterna/produkterna eller 
stödjer eventuella åsikter som presenteras. Exempel på hur detta kan formuleras:  

19.2 “- Denna rapport har producerats med finansiellt stöd från Sida genom ForumCiv. 
Varken Sida eller ForumCiv har deltagit i produktionen av denna rapport och ansvarar 
inte för rapportens innehåll eller åsikterna som uttrycks däri.” 

19.3 ForumCivs eller Sidas logotyper får inte användas i någon aktivitet eller produkt som är 
helt eller delvis finansierad genom Avtalet. Undantag kan göras om ForumCiv och/eller 
Sida är aktiva medavsändare, utgivare, producenter eller arrangörer. Detta ska i sådana 
fall stämmas av med ForumCiv och/eller Sida på förhand. ForumCiv förbehåller sig 
rätten att vid behov kopiera och distribuera material som helt eller delvis finansierats i 
enlighet med Avtalet. 

19.4 Oaktat det ovan angivna är varken Samarbetspartnern eller en Partner i efterföljande led 
skyldig att publicera att Projektet och dess aktiviteter och produkter finansieras genom 
Sida via ForumCiv om det skulle kunna hota genomförandet av Projektet eller påverkar 
säkerheten för personal, konsulter eller leverantörer som finansieras av Projektet. 

20. Ändringar i Avtalet 
20.1 Parterna kan komma överens om ändringar i Avtalet, inklusive dess bilagor. Alla sådana 

ändringar ska ske skriftligen för att vara giltiga. 

20.2 ForumCiv har rätt att göra ändringar i Avtalet, inklusive bilagor, under Projektperioden, 
förutsatt att ForumCiv bedömer att ändringen ifråga är nödvändig för efterlevnad av 
Avtalet mellan ForumCiv och Sida, Sidas riktlinjer och villkor, ny eller ändrad 
lagstiftning eller andra liknande omständigheter. Sådana ändringar måste meddelas till 
Samarbetspartnern och kan träda ikraft tidigast två (2) månader efter att ett sådant 
meddelande givits. 

20.3 Om Samarbetspartnern inte rimligen kan acceptera de meddelade ändringarna så har 
Samarbetspartnern rätt att begära att Avtalet ska upphöra den dag ändringarna skulle 
träda ikraft. Sådan uppsägning ska göras skriftligen senast (1) månad i förväg och då 
avslutas och slutrapporteras i enlighet med Artikel 16 i dessa Allmänna villkor. Om 
ingen sådan uppsägning görs, ska Samarbetspartnern vara bunden av de ändrade 
Avtalsvillkoren. 

21. Tillfälligt upphävande och force 
majeure 

21.1 En part får tillfälligt avbryta genomförande av hela eller delar av Projektet om 
omständigheterna (i huvudsak force majeure) gör det för svårt eller farligt för att fortsätta. 
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Force majeure innebär en oförutsebar extraordinär situation eller händelse bortom 
parternas kontroll som förhindrar någon av dem från att fullgöra någon av sina 
avtalsmässiga förpliktelser. Den beror inte på felaktigt eller oaktsamt agerande av dem 
(eller av deras underentreprenörer, representanter eller anställda). Ett beslut av den 
svenska regeringen att upphäva samarbetet med landet  där Projektet sker anses vara 
ett fall av force majeure när det innebär upphävande av finansiering av Bidraget. Den 
upphävande parten måste informera den andra parten utan dröjsmål och ange anledning, 
trolig längd och förutsebara effekter av upphävandet och ge alla nödvändiga detaljer. 
Båda parter är dock skyldiga att  genomföra sina avtalsmässiga förpliktelser 
även om händelser har gjort genomförandet mer betungande än rimligen kunde ha 
förutsetts vid tidpunkten då  Samarbetsavtalet slöts. Trots ovanstående, när en part 
bevisar att a) det fortsatta genomförandet av dess avtalsmässiga förpliktelser har blivit 
alltför betungande på grund av en händelse bortom dess rimliga kontroll, vilken den inte 
rimligen kunnat förvänta sig eller räkna med vid tidpunkten då Samarbetsavtalet slöts, 
och b) att den inte rimligen kunde ha undvikit eller övervunnit händelsen eller dess 
konsekvenser; är parterna skyldiga att, inom en rimlig tid från att denna bestämmelse 
åberopats, förhandla fram alternativa avtalsvillkor som rimligen innefattar händelsens 
konsekvenser. Skulle parterna inte komma överens om alternativa avtalsvillkor efter 
sådan förhandling ska parten som åberopat denna bestämmelse ha rätt att säga upp avtalet. 

22. Överlåtelse 
22.1 Avtalet och/eller Bidraget får inte överlåtas till tredje part utan ForumCivs skriftliga 

medgivande.  

23. Avtalet i sin helhet 
23.1 Avtalet inklusive bilagor innehåller alla villkor som parterna kommit överens om 

angående det ifrågavarande Projektet. Det ersätter alla tidigare diskussioner, 
överenskommelser och avtal. 

24. Preskription och reklamation 
24.1 För anspråk enligt avtalet, exempelvis anspråk på återbetalning av medel, gäller den 

svenska preskriptionslagens bestämmelser. Reklamation avseende fel eller brist skall 
framställas inom skälig tid. Reklamation från ForumCivs sida skall alltid anses framställd 
i skälig tid om den görs inom ett år efter att slutredovisning avgivits av samarbetsparten. 
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Decision memo on grant

Inforamtion about initiative

Overall information about the initiative

Summary

Initiative number Name of initative Modality

Swedish
organisation

Local
organisation(s)

Countries /
Regions

Start date
01/01/2023

End date
31/12/2025

Final report date
15/05/2026

Requested grant
924,000

Approved grant
900,828

Currency

300010106 Upper Fulladou
women for change

Swedish
asssociation for
economical
liberation in the
Gambia

Sololo Tabokoto
Kankiling Kafoo

Gambia

SEK

The evaluations of one year of project collaboration (2021) show that the organization needs to 
stick to the project's goal formulation over the next three years (2023 – 2025) as change 
management requires longer time to become sustainable. The partners are therefore applying for a 
new three-year project, as follow-up of the reported project that finished on the 31 of March 
2022. This initiative will be implemented in The Gambia, in the Upper Fouladou District.

This initiative aims to ensure that “The targeted women rights-holders are well-informed on how 
to influence and participate in public decision-making processes at local level. Through increased 
knowledge and application of the same, the women rights-holders have developed strategies and 
tactics to reach their goals”.

The first sub-goal is to “Develop Networks for Women's Groups in more villages throughout the 
district, where Sololo Tabokoto Kankilling Kafoo will be the engine due to its new experiences 
and new knowledge to share with other women groups in the district”. This would be achieved 
through:                   
 -Acquiring knowledge of networking
-Network communication tools – identifying a suitable platform that works in the Gambia and for 
several different languages and learn to master the technology, which has to be simple to be 
accessible for as many as possible
-Mobilizing for upcoming local and regional elections according to the organization's activity plan 
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Target groups

Primary target groups Secondary target groups

and spread knowledge about its important issues (poverty eradication, representation, and local 
democracy) - mainly through the dissemination of the study circle as a method, to more women 
groups in the whole district

The second sub-goal is “Methodology development”. This would be achieved through: 
-Continuing to develop the study circle as a method for knowledge seeking and problem-solving
-Developing methods of planning and for strategically and tactically to reaching goals
-Making their own study plans and materials for study circles on their new issues
-Training circle leader trainers and developing supervisor material

The third sub-goal is “Organizational development”. This would be achieved through: 
-Strengthening the Sololo Tabokoto Kankilling Kafoo's board’s and members  ́capacity in 
democratic organization, administration and finances
-Strengthening the organization's project management capacity: management, administration and 
finance

The following points describe the monitoring and evaluation approach:
● Self-evaluations will be arranged in all study circles; self-evaluations or evaluation questions to 
all participants in seminars, workshops, and other educations or activities will be used, 
documented, and reported to the project leading groups each month
● The two project leading groups will have follow-up meetings towards operational plan and 
detailed budget, together every month
● The project leading groups will follow up goals and budget lines every quarter of the year and 
report to the two boards every quarter of the year; if there are deviations from plan and budget or 
risks or any problems when checking plans and programs, the two boards will be notified and a 
meeting between the boards will be arranged, to be able to act if needed
● The two project leading groups and the two boards will have a final evaluation meeting once 
every year to discuss and agree on if changes shall be made in the future or budgets and if 
ForumCiv must be consulted first
● Forms for follow up and evaluations of activities and goals will be agreed upon at the starting 
week of each year’s project

Adults
Rural population
People in org./networks
Target group size women: 1560
Target group size men: 100
Target group size total: 1660

Rural population
People in org./networks
Adults
Target group size women: 10000
Target group size men: 1000
Target group size total: 11000
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Goals

Eligibility

ForumCiv finds that the initiative aims to contribute to the SPP result model in the following:

Goals

Profile markers
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Relevance

Compliance in current and previous initiatives:

There are no current matters with non-compliance. There was however one case in the past 
where the Swedish organisation changed its partner organisation during a pre-study. This was 
later discussed and addressed, leading to the final report being approved. The main topic of 
discussion was the extent to which the new local partner owned the focus and outcome of the 
pre-study, given that it was designed by another organisation. Through the discussion, the 
Swedish organisation demonstrated that this was indeed the case.

Democratic structure and number of members/active members:

The Swedish organisation is assessed to have a democratic structure of governance. At the time 
of the eligibility assessment, there were 46 members, 7 of which participated in the latest annual 
meeting and discharged the board. Although it is a low turnout, it is not necessarily a cause for 
concern for ForumCiv. ForumCiv and the Swedish organisation can instead follow up on this 
area in future discussions, in the interest of strengthening democratic governance and internal 
control.

Rights-based perspective:

ForumCiv has assessed the level of alignment between how partnerships are portrayed by the 
Swedish organisation in external communication and how they are described in applications to 
ForumCiv, and the extent to which external communication is rights-based. After having looked 
at the organisation’s website and Facebook page, no discrepancy has been found; in the places in 
which the partnership or rights holders are mentioned, they are presented as active gents of 
change.

Quality of consolidated annual report and financial activities:

As per requirements, the Swedish organisation has submitted a consolidated annual report. In the 
first version submitted to ForumCiv, the income statement did not originally include the grant that 
was received from ForumCiv in 2021 (of 264 000 SEK), but that has now been rectified. In 
addition to this, the organisation’s financial turnover was assessed as being low and was therefore 
informed by ForumCiv that the application budget should be 300 000 SEK per year; this amount 
was assessed by ForumCiv to be appropriate considering the size of previous grants, financial 
turnover, and the need for the organisation to also build on its previous work with its partner 
organisation.

Activities/outreach in Sweden:

ForumCiv has concluded the eligibility assessment with attempting to establish the extent to 
which the Swedish organisation is active and viable in Sweden, outside its international work and 
the grant provided by ForumCiv. ForumCiv’s assessment was that the organisation has limited 
activity outside the development work funded by ForumCiv; this activity is a study circle for 
participants to gain an increased knowledge, interest, and understanding of The Gambia’s 
development, with emphasis on women’s role and opportunities to affect societal change. Limited 
activity presents a challenge and risk in several ways – one being that the functioning of the 
organisation might be very dependent on ForumCiv. 
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This initiative is assessed to be highly relevant to the context and falls within ForumCiv’s theory 
of change. The project goals and the types of activities planned focus mainly on awareness—
raising and mobilisation of rights holders, with an ambition that this will eventually lead to them 
advocating for change and being politically active members of society.

The goal of this three-year initiative is the following: 

“The targeted women rights-holders are well-informed on how to influence and participate in 
public decision-making processes at local level. Through increased knowledge and application of 
the same, the women rights-holders have developed strategies and tactics to reach their goals and 
developed a network to achieve society changes.”

This would be achieved through the following activities, which are assessed by ForumCiv as also 
laying the foundation for more advocacy-based activities by rights holders: 

-Engage the Village Development Committees, Village Head, and Counsellor, to influence the 
policy and criteria of selecting members, with the aim of making it an elective position which is 
open to women as well. 

-Ensure that the councillor elections have women candidates in all four wards. 

-Work towards the 2027 National Election and put forth a woman candidate for the Upper 
Fouladou constituency, and beyond if possible.

The target group is women groups in 100 villages in Upper Fouladou constituency; the partners 
plan to actively involve at least 1660 individuals - of which 100 are men (8 from Bansang and 92 
from other villages).

This initiative builds on the lessons learned from the previous one, which ended in March 2022; 
that initiative was planned and evaluated with a high level of participation by rights holders. 
During the evaluation phase, a meeting was held during which lessons learned were discussed, 
among other topics. Of the over 100 that attended, some had not been part of the project but 
were impressed by the level of empowerment of the women that had taken part, and therefore 
wanted to be part of the next phase of the initiative. Considering the participative planning of the 
pre-study, and the planning and evaluation of the first initiative, ForumCiv assesses that there has 
been an active and meaningful participation of rights holders throughout the programme driven by 
the local partner.

This initiative is assessed by ForumCiv as also strengthening the civil society, through supporting 
the women’s movement in the Upper Fouladou District and by strengthening the capacity of the 
local partner.

Among other measures, the local women’s movement is supported through gaining access to 
study circles, which provide them with literacy training, information about their rights, and a 
platform for working together for change. This is complemented by targeting forums, such as 
the Village Development Committees and key elections, to increase women’s representation and 
access to decision-making.

The local partner organisation plans to in this initiative also strengthen its own capacity, with the 
support of the Swedish organisation, within administration and financial management (with the 
help of a FACT analysis), project management, leadership, and networking – all of which will 
benefit its operations and hopefully also increase its possibilities for expanding its funding source 
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and partnerships.
 
The application demonstrates a good understanding of relevant duty bearers and decision-making 
spaces in which women can both influence and become a part of - in line with the goal of this 
initiative. Examples of this are the Village Development Committee, and the Counsellor and 
national elections. The Village Development Committee facilitates and coordinates community 
development, with a direct link to authorities. Other duty bearers that the partners plan to involve 
are the Ward, district, regional, and parliamentary authorities.

This initiative and partnership are assessed as clearly being in line with two of the local partner’s 
three long-term goals, which is “to establish civic education to help know our civic rights and 
responsibilities” and “to establish adult civic education to help illiteracy among women”; the main 
focus of this partnership is on civic education and change.

This initiative stems from a pre-study and a one-year initiative, implemented by the local partner, 
in partnership with the Swedish organisation. Questions of local ownership were assessed during 
the application process of the two above-mentioned initiatives. Considering that this project is a 
natural continuation of the one-year project, this initiative is likely to benefit from local ownership 
by all parties.

Each organisation has a project management group, which works very closely together and 
reports to the respective boards when necessary. The board together takes decisions on matter 
such as deviations and risks. Based on the description in the application, the two organisations 
together take decisions. However, it was unclear to ForumCiv what role and responsibilities the 
local partner will have in practice. This is partly because all the details have not yet been finalised 
by the partners, and because the Swedish organisation has stated that it will take greater 
responsibility whilst the local partner strengthens its capacity. 

ForumCiv has discussed this with the partners during the application process. In summary, the 
partners have stated that they plan to meet in the fall 2022 to dive deeper into organisation 
assessments, fine-tune the division of roles and responsibility, and establish an internal 
communication plan, and have assured that their aim is to increase the responsibility of the local 
partner after the first year. During the first year, there will be a particular focus on planning a 
study circle and establishing a study circle action plan, in addition to feeling comfortable with the 
method and strengthening administration.

This initiative focuses on changing gender power relations to a high degree by supporting 
women’s awareness-raising and mobilisation for their participation in decision-making processes, 
whilst also recognising the importance of involving men in this work. The analysis of the current 
situation includes a detailed description of the problem, its effect, and likely root causes, which all 
are crucial for setting a relevant operation plan. 

The risk analysis shows an awareness of the possibility that men feel threatened by this initiative, 
but does not describe how this will be approached. This was also raised previously by ForumCiv 
in the assessment for the partners’ recently concluded project. This question has therefore been 
raised in the dialogue meeting during the application. In summary, the local partner is framing the 
discussions about equality and equity as a joint venture or partnership between women and men, 
that is beneficial for society at large. Men are also included in the study circles and the local 
partner’s own board. Having men onboard in key spaces signals to others that it is not only 
women’s issues, and that it is also an opportunity to form allies among men who can teach other 
men about the issues at hand. In addition to this, men are given material that can be used to 
discuss women’s rights among themselves, and health and police officials are invited into the 
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Organisation assessment

communities to talk about prevention of violence against women and girls. This combined 
approach is assessed as being satisfactory for addressing the risk.

The application does not include an analysis of environmental and climate change justice. This is 
however a relevant topic for communities living in The Gambia – particularly rural communities. 
The partners are encouraged to look into this going forward. During a dialogue meeting that was 
held in the application assessment process, the partners explained that there already is a deep 
awareness of environmental and climate change issues and an interest to weave this thematic area 
into future poverty reduction work. Examples of environmental issues include abnormal rainfall 
patterns (which heavily affects agriculture), limited access to drinking water sources, and 
unreliable electricity sources.

The application does not include an analysis of conflict, but there is a conflict sensitive approach 
in working with gender equality and equity. In the future, it may be relevant to include a broader 
analysis of conflict dynamics (regional or national level) because of social tensions existing in the 
country.  

The partners were aiming to complete an organisational assessment of the local partner at the end 
of the ForumCiv -funded project implemented in 2021, but were unable to do so because of a 
poor internet connection. They instead wish to do this assessment in 2022/2023 and focus on 
democratic governance and project management skills. In addition to this, going forward, the 
partners plan on updating the organisational assessment in connection to their annual meeting and 
yearly evaluation. 

Based on the descriptions from this application and the previous communication, ForumCiv 
understands the local partner to be a dynamic women’s rights organisation, who is in the process 
of strengthening its capacity in project management and organisation development. This is the 
underlying reason for the Swedish organisation assuming more responsibility in the initial stages.

ForumCiv assesses that the partners have good preconditions for ensuring an adequate level of 
programmatic, administrative, and financial capacity to manage the funds transparently, 
considering their collaborative partnership approach and planned capacity development initiatives. 
For this to be sustainable and contribute to an equitable partnership, it is important that the 
partners establish a clear division of roles and responsibility, and plan for increasing the 
responsibility taken by the local partner, over time. This topic can be relevant for discussions 
during the annual reporting process.

ForumCiv finds that the application has explained in general terms the monitoring, evaluation, and 
reporting system of the Swedish organisation and the local organisation. This is partly due to the 
partners not having established all the details, as the application states that more will be decided 
on in the beginning of the project. 

In summary:
● Self-evaluations will be arranged in all study circles.  Self-evaluations or evaluation questions to 
all participants in seminars, workshops, and other educations or activities will be used, 
documented, and reported to the project leading groups each month.
● The two project leading groups will have follow-up meetings towards operational plan and 
detailed budget, together every month.
● The project leading groups will follow up goals and budget lines every quarter of the year and 
report to the two boards every quarter of the year. If there are deviations from plan and budget or 
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risks or any problems when checking plans and programs, the two boards will be notified and a 
meeting between the boards will be arranged, to be able to act if needed. 
● The two project leading groups and the two boards will have a final evaluation meeting once 
every year to discuss and agree on if changes shall be made in the future or budgets and if 
ForumCiv must be consulted first.
● Forms for follow up and evaluations of activities and goals will be agreed upon at the starting 
week of each year’s project.

ForumCiv finds it slightly unclear if the monitoring and reporting system that is described is the 
Swedish organisation’s own monitoring system, or if it has been jointly developed for this 
partnership. Nonetheless, the most important factor at present date is that there is a basic 
framework for monitoring, evaluating, and reporting which can be used for this initiative, and 
which can develop with time – in addition to having a regular forum for assessing and acting on 
risks. 

ForumCiv has not received any steering documents addressing the management of funding, 
internal control of operations, financial management, roles and responsibilities, and 
whistleblowing mechanisms; information pertaining to these are found in the application. 

In summary, the application describes the following in terms of division of roles:

• The project team or project leading group is responsible for performing according to the agreed 
plan and budget, and policies; ensuring that leaders of different kinds get the information and 
education they need; documenting activities and bookkeeping; following up on plans, budget, and 
policies, according to the follow-up and evaluation plan; and for reporting deviations and 
problems to the board. 

• The board is responsible for jointly deciding on deviations and contacting ForumCiv when 
necessary; assigning authorised signatories; the bank accounts and the cash register; and is 
responsible for the project and making quarterly follow-ups. 
The partners appear to have a good working relationship between the board and project 
management staff. Considering the size of the two organisations, it is understandable that their 
respective boards have a more active role and take up the role of ‘management’, which otherwise 
tends to be a separate entity in larger organisations. 

A yearly account reconciliation is done, during which an internal audit report is produced by an 
internal auditor. The initial documentation submitted to ForumCiv, for the year 2021, was missing 
the financial statement – although this was mentioned in the activity report for 2021. As such 
information should be in the statement, including for the sake of transparency towards members 
and internal control, ForumCiv has received an updated statement that includes all necessary 
information from that year. 

In a dialogue meeting, the partners have explained their approach to tracking and managing 
exchange rate fluctuations. In short, the partners keep track of exchange rates monthly, and each 
time a transfer is made. The local partner has an expected sum, based on the budget in the local 
currency, and compares this to the amount that is received, in addition to looking at the exchange 
rate that day. By doing this, they can keep track of how much more or less money they receive, 
in relation to their budget. Because the Swedish organisation has limited funds, they do not have 
the capacity to cover any exchange rate losses with their own capital. However, the partners try 
to prepare for the possibility of losses, by minimising the costs for large meetings and making 
overall cost-effectiveness assessments, to be able to continue to reach as many rights holders as 
possible with limited funds.
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Implementation strategy

The whistleblowing function is described, in general terms, in the application. The partners plan 
to appoint one person each that is outside the project management team; this would most likely be 
the respective internal auditors. These two individuals’ identity and contact information would be 
shared at the start of the project and on the official webpage for this initiative. Depending on how 
far the partners have come in the structuring of this whistleblowing function, they are 
recommended by ForumCiv to continuing to work on this function during the implementation 
phase, and to notify participants, the local partner, and other relevant actors that ForumCiv’s 
whistleblowing function and Sida’s whistleblowing function are also available. 

The local organisation is assessed by ForumCiv as being democratically run, through annual 
member meetings. A copy of the latest annual meeting protocol has been submitted along with 
this application. 

This initiative is a combination of capacity development measures and programmatic activities. 
The local organisation has limited experience with implementing rights-based projects and general 
project management, and will therefore work with the Swedish organisation on these areas.

The Swedish organisation in turn, is assessed by ForumCiv to have solid knowledge about rights-
based work and mobilisation through study circles, and more experience within project 
management, and administrative and financial management. 

This means that the Swedish organisation will take more responsibility for administration and 
methodology application in this initiative, but with the intention to transition these responsibilities 
over to the local organisation. 

ForumCiv finds it very positive that the partners are working together to strengthen organisational 
capacity, over time. However, there are some risks tied to the administrative and financial 
capacity of both organisations; although the Swedish organisation is more experienced with these 
matters, the organisation itself has areas that could be strengthened, which includes documenting 
routines for various internal control and administrative and financial management and ensuring 
that all income (including grants from ForumCiv) is presented in the annual financial statements 
for the organisation. 

For this reason, this first MPF agreement with ForumCiv will have medium flexibility. Flexibility 
will mainly pertain to the operational plan and the budget in the agreement.

The initiative is grounded in relevant and detailed problem analysis, which focuses on gender 
inequality, its root causes, effects, and consequences. The goals of the initiatives are clear, and 
the partner’s theory of change (or types of activities) are assessed as being appropriate for 
achieving these goals; the chosen types of activities include educating future study circle leaders, 
holding information meetings for rights holders, addressing the preconditions for women being 
able to form larger networks, supporting the formation of a network, using the study circles are a 
platform for mobilising women to jointly address development issues in their communities, 
developing user-friendly study material, and assessing organisation capacity and providing 
relevant capacity development. The application also includes a short summary of the discussion 
topics in the study circles, which ForumCiv assesses as being highly rights-based and thereby 
connected to ForumCiv’s theory of change.

The monitoring, evaluation and reporting systems are not yet fully developed, as these will be 
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worked on in the beginning of the initiative. What has been described in this application is 
assessed by SPP as being sufficient for this stage; this can be one of several areas to follow-up 
on during the annual reporting process to ForumCiv.

Lessons learned from the monitoring of this future initiative and lessons learned from the previous 
initiative (which was mainly implemented in 2021) serve as input to improvements and 
adjustments. The final report submitted for the project in 2021 (and the first few months of 
2022) shows that the partners do document and use their lessons learned and have used that 
experience to inform this follow-up initiative. ForumCiv can facilitate the possibilities for quickly 
incorporating lessons learned and making adaptations long the way by having the agreement with 
ForumCiv be on a sub-goal level (as opposed to an activity level).  

The application includes a detailed budget for year 1, which is in line with the application 
instructions.
ForumCiv finds that there is a logical connection between the budget and the operational plan; 
most of the activities to reach the goals are focused on bringing people together – whether it is 
for a network, workshop, training, or evaluation. Naturally, most of the budget costs are 
associated with fuel, communication, renting halls, chairs, consumables (food and beverages), 
transport, translations, and remuneration for facilitators.

ForumCiv has looked at the following elements of the budget more carefully:

• Sub-goal 3: A few costs that are for the Swedish organisation are found in this budget line; these 
are for housing, consumables, and airport fees in The Gambia. ForumCiv asked the Swedish 
organisation to ensure that there is no double financing within this budget line and the budget line 
for their travels, and this was confirmed. The Swedish organisation has also been required to 
reduce their total costs to ensure that they stay within the 25% limit for costs in Sweden.

• Sub-goal 3: The fees for consultants or experts; more specifically, the division of responsibility 
between the Swedish organisation and the consultants, in regard to capacity development. The 
Swedish organisation has explained that consultants might provide support with IT-related 
matters, digital networking, administrative management, and support with community facilitation 
in different languages. 

• Operational costs: Costs for a second-hand car, a router, an air conditioner, a computer, 50 
chairs, a solar panel, and a printer. The partners have provided a sufficient motivation for these 
purchases and should consult ForumCiv’s General Conditions for requirements for handing over 
equipment to a local partner.

• Administration Gambia: The salaries for the local partners’ staff; the local auditor for the past 
project pointed out that the salaries were low. The partners have explained that they aim to invest 
more in salaries and ensuring full time positions, in the future, but that they have for now chosen 
to prioritise activities with rights holders. The individuals working within the local partner are 
volunteers and part-time employees. 

ForumCiv ‘s closer assessment of the budget is based on the detailed budget that was submitted 
for year 1. In addition to this, ForumCiv has requested more information about local partner’s 
costs for administration and staff costs, for year 2 and 3. In summary, the reasoning for this 
increase is that the local partner needs to bring more trainers and other types of expertise on-
board, as they continue with their activities; they are all under the leadership of the local partner’s 
project management team. Finally, ForumCiv has also inquired about the local partner’s 
equipment purchases for year 2 and year 3. The initial detailed budget showed the purchases for 
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year 1. In summary, year 2 will cover a computer, 5 phones, and a water dispenser. Year 3 will 
cover a computer and 5 phones. Costs for car maintenance are distributed among these two. All 
equipment will be owned and tracked by the local partner, but temporarily distributed to 
individuals with assignments such as trainers or study circle leaders. 

The final agreement budget will reflect a combination of the budget requirements found in the 
Procedures Manual, together with the assessment of this application and the way in which the 
partners have chosen to structure their joint budget. For this application, ForumCiv has assessed 
the partners’ budget should be structured according to the following: 

• One budget line for each of the three sub-goals
• One budget line for the local partner’s staff costs + administration 
• One budget line for the one-time equipment purchases for the local partner
• One budget line for the local partner’s audit
• One budget line for the Swedish organisation’s audit
• One budget line for the Swedish organisation’s follow-up trip
• One budget line for the Swedish organisation’s administrative grant

The Swedish organisation does not have salaries.

Dividing the agreement budget in this way allows ForumCiv and auditors to follow up on key 
costs such as salary, administration, large purchases, and audits, while also giving flexibility for 
the partners to make certain budget adjustments among activities, without needing to refer to 
ForumCiv. 

ForumCiv has slightly adjusted the own contribution and the administration grant to ensure they 
are the respective 5 and 8%. For year 2 and 3, the granted amount is slightly over 300 000 SEK, 
with 618 SEK, which can be permitted.

Overall, there are more costs for year 2 and 3 than year one for activities, which is in line with 
the operational plan that shows an increase in ambition and number of communities included in 
the activities; in the agreement budget, this is shown as an increase in the sub-goal budget lines.

Risks are formally reviewed every quarter with the respective boards. Although it is most likely 
the case, ForumCiv recommends the project management groups to review the risk analysis more 
often, in between these meetings. The provided risk analysis includes positive and constructive 
measures for managing risks; examples of this includes spreading responsibility among project 
management team members so that several can take over if the leader gets ill or must be absent, 
preparing staff members for possible situations where they receive external pressure for engaging 
in corruption, and using mobile phones to bridge the gaps of access to communication channels.

Overall, the risk analysis is encompassing and assessed as being appropriate for this initiative. The 
two risks that ForumCiv has followed up on with the partners are: the risks of backlash against 
challenging the status quo with women’s rights and the risk of staff leaving the local partner 
organisation for better paid jobs. ForumCiv finds that the partners have provided satisfactory 
answers for both.

Environmental impact has been considered in this initiative to some degree; mobile phones are 
used as one of the primary communication channels (to reduce unnecessary in-person meetings 
in large groups) and using audio files are used for some of the study circle material. 

In conclusion, ForumCiv assesses that the problem analysis is clearly linked to the chosen goals, 
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Effective partnership

and that the activities and the budget are appropriate for the goal; specific budget items have been 
followed up on. There is a simple structure in place for monitoring and evaluation, which will be 
further developed in the beginning of the project, and followed up on in annual reporting to 
ForumCiv. The partners are assessed as having good preconditions for adaptability and have 
written a sold risk analysis and risk management measures – except for two areas which needed 
to be developed. The environmental aspect of this initiative is limited and can be discussed further 
within the partnership and with ForumCiv, going forward.

The partners, who are relatively new to each other, are assessed as having good preconditions for 
having an equitable approach, based on the working relationship described in the application; this 
consists of the two project management groups and the respective boards working closely 
together and taking joint decisions.

Because the local partner is new to project management, the Swedish organisation initially has a 
more active role in the management of the project. Based on the current situation, it is motivated, 
but it is important to establish a clear plan for how this will shift with time and what the end goal 
is for the roles and responsibilities. 

Learning and capacity development is a major part of this initiative. The Swedish organisation has 
experience in the areas that the local partner wishes to strengthen, so there is an important role 
for the Swedish organisation is this partnership and initiative. 

The local partner currently doesn’t have other donors but is working on a potential partnership 
with a non-profit network consisting of Gambians in Sweden, to build an interest-free revolving 
fund for women.
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Decision

Attachments for granted applications
Budget
Operational plan

GrantedGranted

ForumCiv has made the decision to grant this application. 

This decision is based on the application fulfilling the minimum requirements for Medium 
Partnership Funding.

To achieve a sustainable and equitable partnership, it is important that the partners establish a 
clear division of roles and responsibility, and plan for increasing the responsibility taken by the 
local partner, over time. This topic can be relevant for discussions between the partners and 
ForumCiv during the annual reporting process. ForumCiv is also interested in learning about how 
the partners work with establishing a monitoring and evaluation system, further into the initiative.

ForumCiv’s General Conditions should be consulted for information on requirements for handing 
over equipment to a local partner.
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Operation Plan 2023- 2025  Application 300010106    

 

Project  goal : The Targeted women rights-holders-womengroups in the whole Upper Fulladou constituency- 

are well informed on how to influence and participate in public decision-making processes at local 

level.Through increased knowledge and application of the same, the women rights-holders have developed 

strategies and tactics to reach their goals, and developed a network to achieve society changes. 

Primer Target group  : Women groups in 100 villages in Upper Fouladou constituency. We will actively involve  

at least 1.660  individuals of which  100  are men  ( 8 from Bansang and 92 from other villages) .The rest are 

women. 

 

 

 

LONG TERM OBJECTIVES OF SOLOLO TABAKOTO WOMEN ORGANISATION. 

1.To create microfinance that is accessible by to fight poverty among women 

2. To establish adult learning to eradicate illiteracy among women 

3. To establish civic education to help know our civic rights and responsibilities. 

We believe if these  three areas are linked, changes of life of women will surely be realised. 
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And an action plan created and decided in last year´s project: 

decided in Sololo tabokoto kankilling kafoo  27/1  2022   concerning representation 

At the VDC-(Village development committee) level: 

We intend to continue to engage the VDC-members , the village head  and more so the counsellor to try and influence new  policy 

and criteria of selecting members  and change it to make it an elective position to make it more democratic and participatory,  

especially women participants. 

We shall ask for the VDC- meetings as this is not a clear cut system made and we shall attend  and participate!  

At the councillor level: 

As we plan to intensify the net working with other groups we must ensure that by 2023 the councillor elections we have to have 

women candidates in all the 4 wards. But if so they have to   select women candidates already before December 22,  to 

participate  in the councillor election. 

At the National Assembly level: 

We agreed that 2022 national election caught us unprepared. We are going to continue to work towards 2027 NA-election and 

put a women candidate  for the Upper Fulladou constituency and beyond if possible. 

_ _ _ _  

 
LEO´s long term goal and the project's goal 
This project focus on Goal 3 in LEOs  long-term goals - Civic education for change - as well as the action plan that was 

decided at the beginning of 2022 regarding representation and local democracy.  
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Civic education with  focus on the areas:3 Poverty eradication, representation, and local democracy and thus also  

support LEOS  2 other long term goals. But we will not be able to  cover  funding  för poverty- and illiteracy  eradication 

activities  within this project.  

LEO- Sololo Tabokoto Kankilling Kafoo , will be the engine  of building a network, due to its new experiences and new knowledge 

to share with other women groups in the constituency to be able to make society changes. 

 

 

 

Monitoring  and evaluation -  

TheProject leading group in LEo will have  one week together  with representatives  from SWEO  in the beginning of each project 

year  for education and agreeing on  plans, such as  timplan,  evaluation plan ,   routine for administration and cooperation between 

the two partners. 

The first year we will have it in Western Gambia as it will not be possible until march-April due to late money from Sida/Forum Civ. 

But if we as  we have been told  probably get the money in february  year 2 and 3 we will be able to have it in  LEOs hometown 

Bansang in the east of the Gambia   ( Only Nov- Febr. is  possible for us to visit Bansang  because   the rest of the year is to hot.)    

We start  preparing a Fact assessment  the first such week  and   will have assessment meetings on skype / Whats App during year 

one and follow up with possible education,  as a result of the assessment, during the whole project  as  capacity building for Leo to 

run projects is  an important part of the project.  

Each month the two project leading groups will meet on skype to follow up the month´s  cooperation, documentation  and activities, 

according to a plan we agree on the  week we have together. 

Each quarter of the year  the project groups report to the boards according to a plan about  results in relation to  Goals, timeplan  and  

Budget and follow up  risks,  policies and administration and so on. 

Transaction 09222115557489298416 Signed SN, RS, GB, AS



 

4 (24) 

 

The Project leeding groups will have a chat group on WhatsApp together to  easily learn from each other and help each other as soon 

as wee have a question or a problem or an idéa.   

Sweo also have a facilitator in Brikama ( the west of Gambia) who can  be a connection between the two partners  if needed when we  

are not in the Gambia and  we cannot solve everything on the internet. 

All activities will be self- evaluated by the participants and documented. Each sub gola will be evaluated by all involved in november-

december each year, so that we can learn from experiences and make  changes in plans to better reach our goals.  

 

 

 

Sub- goals and how to be achieved 
 
Sub-goal 1 /  Involve the  whole upper Fulladou 

At the end of the 3 years project 

out of the 133 existing villages in Upper Fulladou constituency, we have involved at least 1.660 people in women groups and their 

supporters in at least 100 villages , in a network for change. 

 
Activities:   Target group  Timeplan and by whom  Evaluation 

 

1:1-Information meetings 

followed by Workshops 

Year 1  

. 

 

 

 
second half of 2023 

 

 

 
 
Evaluation together at the local 

meetings . 
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●  preparation meetings in 

20 villages separately. 

 

● workshop  for 20 villages. 

 

Year 2 

● visits to 48 villages 

● workshops  for 48 villages  

 

 

Year 3  

● visits to 32 villages 

●  workshops participants   

from 32 village  

 

 

 

 1:2 Education of study circle 

leaders 

 

LEO visit 20 villages ( some with 

more than 1 women groups.) 

 

Women groups in 20 Villages  

 

 

LEO visit the women groups in each  

of the  48 villages  

Workshops: for representatives from   

48 villages, 

 

LEO o visits the  Women groups  in 

each of the 32  villages 

Workshops for  representatives from  

32  village , 

second half of  2023 

  

 

 

 

during the whole 2024  

 

 

 

 

during the whole 2025 

 

in  small groups of 5-6 in each group 

( if possible) at the end of the 

workshops and then summed up and 

documented by LEO( A few  

prepared questions to discuss.)  

 

 

“ 

 

 

 

“  
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Year 1. study circle leaders from 20 

village,  a physical education 

followed by  support in a WhatsApp 

groups started and  led by the project 

leading group and others. 

 

 

Year 2. Education for new study 

circle leaders from 50 village 

 

 

Year 3.  Education for  new study 

circle leaders for 50 village 

                  

 

 
 

New study circle leaders from the   first 

villages which are close to each 

other  

 
 
 
 

 

  

new  participants interested in being 

study circle leaders from villages  

who have had representatives  at  

workshop  

 

 

 

new participants interested in being   

study circle leaders from villages  

who have had  representatives åt  

workshops 

 

Prepared in the project start week 

13-14 2023 And introduced  to the 

participants as  part of the 

workshops act.1:1 and The first 

SCL-education will be arranged in 

the last quarter of 2023 and directly 

followed by a WhatsApp group with 

an educator. 

During the whole 2024 :  3 occtsions 

Followed by a Whatsapp group for 

each  group  with an educator.  

 

2025 2 workshops followed by 

WhatsApp groups 

 

 

 

 

 
 
 
Self Evaluation  in  small groups of 

5-6 in each group ( if possible) at the 

end of the educations and 

documented by LEO. 

 

“ 

 

 

 

“ 
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1:3 Organisational and IT - 

technical  development  for the 

networking 

   

 Year 1 Participants  from  20 

village, will be invited  to  

networking, group- communication 

on WatsApp   

    

 

    

Year 2  Participants from  70 

villages will be invited  to  

networking,group- communication 

on WatsApp 

   

 Year 3 participants from 100 

villages will be invited to 

networking,group- communication 

on WatsApp 

 

 

 

interested  leaders from the women 

groups who have participated in  

information meetings and  

workshops and build a working 

group to investigate   tools and 

methods for networking 

 

 

“ 

 

 

“ 

 At the last quarter  of year one 

.With at least  one extra leader as 

moderator from LEO     

 
 
 
 
“ 
 
 
“ 
 

evaluation as part  of the subgoal 

evaluation each year 

 

 

 

 

 

 

 

“ 
 

 

 

 

 

“ 
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1:4 Follow up meetings with 

evaluation so far  each year – 

either physical meetings or 

distance meetings comparing 

results  with goals  and   lesson 

learned 

   

Year 1 Physical Meeting for Leo 

and  representatives  from 20  

village           

 

 

 

Year 2   meetings for 50 village  

 

 

 Year 3  meetings for 30 village  

 

 LEO and  representatives  from  

those who have been involved in 

the  villages during the year. 

 

 

 

 

“  on line  

 

 

“ on line 

Nov.-dec 23 

prepared in LEO with WhatsApp 

support from SWEO 

 

 

 

 

 

 

Nov.Dec, 24 

Prepared and implemented by LEO  

 

 

 

Nov.Dec 25 Prepared and 

implemented by LEO 

 

Good and bad so far- To learn from. 

Expectations and results? Why?And  

Are we doing the right things?   Are 

we doing things the right way ?? Are 

we making changes to reach our 

goals? 

 

 

“ 

 

 

“ 
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Subgoal 2/ Methods  and tools for change. 
At the end of the 3 years project the  methods in popular education,( study circles, networking methods , Planning of activities , 
monitoring and evaluation tools and so on  )   have been developed for the women in Upper Fuladou constituency  to be able to 
create the learning and  changes they need.  
 Activities:   Target group  Timeplan and by whom  Evaluation 

 

2:1 Education of Educators of 

study circle leaders in Sololo 

kankilling kafoo 

 

 

 

 

 

 

 
 
 
 

 

 
 
 
 
 

Year 1 - education of   

 

 

Year 2  Education  of 

 

 

three from the project leading group. 

 

 

 three experienced study circle 

leaders in Bansang 

 

Introduction v 13-14 2023 and  

continues   on Whatsapp. 

 

by the project leading group in 

Bansamng with support from the 

Facilitator in Brikama 

self evaluation  of  each participant 

followed by  group discussions 

and documentation. 

 

“ 
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Year 3 Education of  

 

three experienced study circle 

leaders in the villages  
 Done by LOo with the support they 

may need from Sweo and the 

facilitator  on WhatsApp.  

 

 

 

 

 

“ 

 

Year  

2:2 Production of study plans and  

Study circle materials on different 

objects to reach  goals and meet 

needs  and identify problems  they 

want to solve in the different 

villages. 

 

 

 

Year 1. Production of study 

materials.  

 

 

 

 

 

 

 

 

 

 

Three  in The project management 

group  

 

 

 

 

 

 

 

 

 

 

 In english  v 13-14  2023 whole of 

2023 by Sweo . 

Translations and  reads into audio files 

in languages needed  continuously the 

 

 

 

 

 

 

 

 

 

all material will be  transparently 

stored at the project´s home page 

and we will  document what 

materials the study circles have  
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Year 2  Production of study 

materials and instructions  in a 

working group. 

 

 

Year 3 Production of study 

materials and instructions.  

 

 

 

Six  Experienced study circle leaders 

 

 

 

10  new study circle leaders  from 

the villages with experience of 

leading at least 2 study circles each 

whole 2023 With   Help from 

Gambians in Sweden and in the  

Gambia. 

Education by SWEO and the 

facilitator at the start of 2024. and 

continue on WhatsApp 

 

 

LEO  implements in the Villages. 

2025  and uses whats App. 

used  and  ask the study circle 

leaders to organise  evaluation of 

the materials in the study circles 

continuously. each year. 

“ 

 

 

“ 

   

 

 

 

 

 

 

 

 

2:3 Developing networking 

methods and tools together 

with the cooperating women 

groups to support the 
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development together to reach 

their common goals and make 

the cooperation  sustainable. 

Year 1 preparing  investigate and  

learning  within the  project leeding 

group  

 

Year 2 the project leading group 

lead discussion groups  on 

WhatsApp  

 

Year 3.Invitations to  meetings  on 

WhatsApp for all  the villages  who 

have participated in workshops  

 

 

 

 

2:4 Training of educators/study 

circle leaders with education in 

LEO´s project leading group 

 

 

 

leaders in LEO as well as in different 

villages   

 

 

 Women leaders in 100 villages  

 

 

 

 

 

 

 

 

With help from SWEO and  other 

facilitators/experts 

 

 

Starting as  part of the start of 2024, 

by Sweo:. Followed up by LEo -led 

WhatsApp-groups on how to 

cooperate. 

 

 Leo do it with the villages  during 

2025,  

 

 

 

 

 

 

 

Do we  have the tools needed? 

 

 

 

 

 

Investigate  how the 

communication and cooperation  

between the women groups 

develops and why. What helps and 

what disturbs. 

 

 

 

Are we building  a cooperation 

that helps us  create changes? 
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information-seeking and 

communication skills’ 

 

 

Year 1 no 

 

Year 2  in Bansang  

 

 

Year 3.  in the villages  

 

___ 

 

Six  of the study circle leader in 

Bansang who have computer 

knowledge 

 

the study circle leaders and women 

group leaders who have computer 

knowledge 

 

—-- 

 

LEO with support from the facilitator  

and  IT-specialists in Bansang. 2024 

. 

 during 2025.LEO do it themselves. 

with the support on WhatsApp they 

may need from experts.. 

 

 
 
Do we ask  surch  and find what 

we need and wish  for? 

 

 

 

“ 

2:5 Training on how to make 

audio-files in different 

languages 

and make them available to 

listen to. 
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Year 1   in the project leading 

group  

 

Year  2 in Bansang 

 

 

 

 

Year 3 in the villages 

 

 

 

 

 

the project leading group 

 

 

 6  educated  study circle leaders 

who have got some experiences and 

speak one of the language  

 

 

 

6 leaders in the villages covering all  

languages  needed. 

 

 

starting in week 13-14 by SWEO , and 

help from Gambian network in 

Sweden 2023 

 

Leo can now do it itself  2024 with  

support on WhatsApp from SWEO 

and   the facilitator 

 

 

 

Leo does it themselves  during  2025.. 

 
 
 
 
 
 

 

 

 

 

 

 

Have we learned the tool and do 

we have the technical possibilities 

needed.? 

 

 

Have we done the  audios we need 

or  are some missing. 

 

 

All audio files will be 

transparently stored on the 

project´s homepage and all 

involved will be asked to evaluate   

if they have listened to it and  what 

it meant to them.  
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2:6 Evaluation of  Subgoal 2  

results and outcome  compared to 

goals and lessons learned  

 

 

 

 

 

Year 1 

 

 

Year 2 

 

Year 3 

 

 

 
 
 
 
 
 
 
 
 
 

Physical meetings  for  

Those who have been involved 

somewhere within sub goal 2 

 
on line 
 
on line 

 
 
 
 

 

 

Nov-Dec 2023 

 

Nov.-Dec. 2024 

Nov-Dec.. 2025. 

 
 
 

 

 

 

 

 

 

 

 

Lessons learned?and 

compare results with goals 

Are we doing the right things 

Do we make changes with theses 

methods and tools? 

 

“ 

 

“ 
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Subgoal 3/ Capacity building 

After the 3 years project Sololo Tabokoto kankilling kafoo will have the skills needed to 
run developments and apply for their own projects and cooperations with other partners both local and international.  

 
And All the women groups in the network have  investigated and discussed how the network can be strong and sustainable. 
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Activities    Target group  Timeplan and by whom  Evaluation 
 

 

3:1 

Strengthen LEOs  Project management 

group  to be more self reliant. 

 

 

Year 1 The two projects groups together 

in Kombo one week  to  plan and agree 

on  monitoring and evaluation for the 

year. Educate about  how to cooperate, 

routines, methods and tools to use and  

prepare for an assessment meeting on 

the Internet with the board. 

Learning  by doing, the whole year. 

 

Visits from SWEO´s facilitator  in 

Brikama when  needed for assistance, 

The evaluation will be accompanied by 

education  about what is needed 

 

 

 

 

 

 

The project leaders in Leo and 

SWEO +  SWEOs  facilitator in the 

Gambia  educate each other. 

 

 

 

The project leading group 

 

 project leading group and board 

 

“ 

 
 
 
 
 
 
Start  v13-14  23    , with start of 

Fact assessment. and assessment 

meetings later  on Internet. 

 Reflecting and discussing the whole 

year  with the Project leading group 

in SWEO over Whats App and 

Skype. 

SWEO´s facilitator  in Brikama 

assists, when needed 

 

repr. from SWEO visit Bansang in 

nov-dec  evaluate and educate about 

what is needed, and plan for next 

year. 

 

 

 

 

 

Self evaluation by the participants,  

will be documented both about the 

content and methods  at the end of 

the week.  

 

 

 

Self evaluation and documentation 

 

“ 
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Year 2 Education  as result of  

Assessment meetings in 2023   

 and  planning over internet  for  the  

cooperation year. And Starting 

For individuals   as  i.e. bookkeeping 

and  budgeting or other skills needed 

to be increased.  

project leading group and board 

members   in Leo  but also other 

 

Arrange or buy education for 

individuals if needed during 2024 
 

 

 

Self evaluations and  
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discussions  about  a plan for facing 

out of the project. 

 

 

Year 3 Project leader group 

education,  and planning of the  

cooperation  year and education of 

any involved group needed physically   

in Bansang. 

Facilitate participating on the internet 

in ForumCivs seminars and education 

on the internet about  development 

cooperation.  

groups in Leo  if   it is needed as 

result of the assessment. 

 

 

 

Project leading groups and boards. 

in LEO 

 

Project leading group and  
individual board members  

 

 

 

 

 

 
 

 

In the beginning  of 2025  

The facilitator physically and 

SWEO over internet.  

 

 

 

 

 

A last assessment meeting   after the 

annual meeting on internet  2025  

and evaluate how the capacity in 

LEO has grown.  from the project 

start. 

 

.3:2 Network- building and  

scrutinising  if ev. to  create   a  

formal organisation  together or 
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how to make the networking 

sustainable 
 

 

 

 

 

year 1 Learning and preparing  for 

LEO 

 

Year 2 Materials for study circles or 

local seminars will be produced and 

stored  also as audio files in  the 

needed languages,on the project's 

homepage. about how to  strengthen 

networking and cooperation. And 

compare the efficiency to reach goals, 

democracy , bureaucracy and so on  

between A network and a formal 

organisation and strengths and 

weaknesses of the 2 models. 

 

year 3 Discussions on a physical 

seminar  and  how to  strengthen 

First year  SWEO educate  LEO 

about different types of organising  

 

 

 

All  women groups will be invited to 

use the material for discussions 

 
 
 
 
 
 
 
 
 

Invite 1 representatives from each 

100  villages   

SWEO 

 

 

Information -discussions on Whats 

App Led  by  Sweo and LEO 

 

Whats App  discussions led by LEO 

with help from Sweo if needed. to 

And stimulate the women groups to 

arrange local discussions  in Study 

circles or seminars . 

 

 

arranged and Led by LEO.. 
 

self evaluation 

 
 

 
self evaluation  

 

 

evaluation on Whatsapp 

 

 

 

 

 

 

Evaluation  at the end of the seminar 
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networking and cooperation and how  

to make it  sustainable.  

 Educating a web master and start 

putting up  their own homepage in the 

Gambia. 

 

 

 

3:3 Transport is very expensive so  

we will buy a car and educate three 

women in LEO to get driving licences 

( so that there will be a female 

driver when they come to the 

villages.) 

 

year 1 train  for driving licence 

year 2  “ 

year 3  “ 

 

3:4 Evaluation of  the whole project  

Year 1. 

 
 
 
Women  elected by the board 

 
 
 
 
 
 
 
 
 

 

 

 

 

one woman  in LEO 

 

one women in LEO 

 

one women in LEO 

 
 
Project leading group in LEO  with 

assistance from 1 representative 

 

by specialist in Bansang 

 

 

 

 

 

 

 

 

 

The participants led by Omar dem 

 

 

 

LEO  project leading group collects 

all  documentation  from evaluation 

of  the activities   and Sub-goals 

during the year.And evaluate 

according to the evaluation plan and 

report to the Board and SWEO in 

 

 

 self evaluation of education and  

homepage . 

 

 

 

 

 

 

 

 

 

individual self evaluation each year 

 to be documented . And  

experiences,  lessons learned about 

what effects this have on the project 

process and result will be scrutinised 

in the project group and 

documented. 

 

The 2 boards  have a joint evaluation 

meeting over the internet  every year 

Transaction 09222115557489298416 Signed SN, RS, GB, AS



 

22 (24) 

 

 

 

 

 

 

 

Year 2 

 

Year 3 

from SWEO  and the Facilitator  in 

Bansang 3 days. Nov-Dec23 . 

 
 
 
 
“  Nov-dec 24 

 

“ Nov-Dec 25 

December each year.   

representatives from SWEO visit 

Bansang  to assist in evaluation and 

discuss  if and what  changes  are 
 needed for  the coming year in the 

project . 

 

“ 

 
Final evaluation according to 

Evaluating plan  and facing out plan 

according to the evaluation plan. 

 

 
 
 
 
 
“ 
Evaluation of the facing out of the 

project by the two boards. 

 

R.S. 25/8-22 
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Intervention 

Number 300010106

Intervention 

budget Year
Expense Type Country Description 2023 2024 2025 Total

Administration

Sweden

Administration 22 192 22 268 22 268 66 728

Self financing

Sweden

Own contribution -14 600 -14 650 -14 650 -43 900

Expense resp. org.

Sweden

Audit 20 000 20 000 20 000 60 000

SvEOs travel and Acc. to The Gambia 50 000 50 000 50 000 150 000

Expense impl. org.

Gambia

Subgoal 1: Involve the whole Upper Fulladou 40 000 85 000 85 000 210 000

Audit 15 000 15 000 15 000 45 000

Subgoal 2: Methods and Tools for Change 5 000 20 000 20 000 45 000

Subgoal 3: Capacity Building 28 000 30 000 30 000 88 000

Local partner staff cost & admin 53 000 59 000 61 000 173 000

Equipment 81 000 14 000 12 000 107 000

Total 299 592 300 618 300 618 900 828
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ForumCivs revisionsinstruktion 
för Svenska Partnerskapsprogrammet 

Samarbetspartnern bär ansvar för att projektrevision görs 
Som bidragsmottagande organisation ansvarar ni för att användningen av ert bidrag 
revideras av en extern, oberoende och auktoriserad revisor enligt ForumCivs 
senaste ”revisionsinstruktion för Svenska Partnerskapsprogrammet”. Observera att 
påskrivande revisor får inneha uppdraget i maximalt sju år. 

Hur ska denna instruktion användas 
Detta dokument fungerar som en uppdragsbeskrivning som ni ger revisionsfirman 
för att säkerställa att revisionen genomförs enligt gällande regler. Fyll i 
informationen om ert initiativ inom [klamrarna]. Det är viktigt att ni inte tar bort 
något eller ändrar i själva uppdragsbeskrivningen.   

Undantag från denna revisionsinstruktion 
Om ert totala bidrag är mindre än 270.000 SEK och er projektperiod är max ett år, 
finns möjlighet att få undantag från denna revisionsinstruktion. Detta ska alltid 
godkännas skriftligen av ForumCiv på förhand. Kontakta er handläggare om ni vill 
ansöka om undantag från denna revisionsinstruktion. 

Inledning 
[ORG], hädanefter refererad som ”Samarbetspartnern” önskar anlita en revisionsfirma för att 
utföra en revision av sitt initiativ så som stipulerat i avtalet mellan Samarbetspartnern och 
ForumCiv. Revisionen ska utföras i enlighet med internationell revisionsstandard utfärdad av 
IAASB1. Ett tilläggsuppdrag enligt International Standard on Related Services (ISRS) 4400 ska 
utföras. Revisionen och tilläggsuppdraget ska utföras av en extern, oberoende och kvalificerad 
revisor. 

Om projektet 
Samarbetspartnern har blivit beviljad ett bidrag på totalt [XXX XXX] SEK från ForumCiv för 
att finansiera projektet [PROJEKTNAMN] med projektnummer [3000XXXXX] för 
projektperioden [YYYY-MM-DD] till [YYYY-MM-DD]. 

Samarbetspartnern vidareförmedlar också bidrag till [PARTNER I EFTERFÖLJANDE LED], 
hädanefter refererad som Partner i efterföljande led, inom detta projekt. 

 
1 The International Auditing and Assurance Standards Board 
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Syfte och omfattning av revisionen 
Syftet är att utföra en revision av den finansiella rapporten som skickats in till ForumCiv för 
perioden [YYYY-MM-DD] till [YYYY-MM-DD] och uttala sig i enlighet med International 
Standard on Auditing (ISA) med applicering av ISA 800/805 om huruvida den finansiella 
rapporten är i enlighet med Samarbetspartnerns bokföring och de krav som ForumCiv har för 
finansiell rapportering i avtalet, inklusive bilagor, mellan ForumCiv och Samarbetspartnern. 

Revisorns rapportering 
Språk 

• Rapporteringen från revisionen av Samarbetspartnern ska vara på engelska. 

Revisorns signatur 

• Rapporteringen ska undertecknas av den ansvariga revisorn (inte bara revisionsfirman2) 
och ska innehålla den ansvariga revisorns titel. 

Revisorns rapportering ska ange följande: 

• Datumintervall för den granskade perioden. 

• ForumCivs projektnummer för projektet.  

• De totala kostnader som omfattas av granskningen. Notera att totala kostnader omfattar 
de kostnader som täcks av ForumCivs bidrag och Samarbetspartnerns egeninsats.  

Följande delar ska ingå i revisorns rapport: 

• En oberoende revisorsrapport i enlighet med ISA 800/805, enligt punkt I nedan. 

• En ”Rapport över särskilt överenskomna granskningsåtgärder” i enlighet med ISRS 
4400, enligt punkt II nedan. 

• Ett Management Letter, enligt punkt III nedan. 

I) En oberoende revisorsrapport i enlighet med ISA 800/805 
Revisorns rapportering ska inkludera en oberoende revisorsrapport i enlighet med format i 
standard ISA 800/805 där revisorns uttalande tydligt ska framgå. Den finansiella rapporten som 
har varit föremål för revisionen ska biläggas revisionsrapporten. 

II) Rapport över särskilt överenskomna granskningsåtgärder i 
enlighet med ISRS 4400 
Tilläggsuppdraget om granskning enligt särskild överenskommelse, ISRS 4400 ska rapporteras 
separat i en ”Rapport över särskilt överenskomna granskningsåtgärder”. 

 
2 I det fall revisionsfirman är tvungen att signera så ska det göras en referens till gällande regelverk. ForumCiv 
behöver fortfarande information om vem som har varit ansvarig för revisionsuppdraget. 
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Genomförda uppdrag ska beskrivas och iakttagelser ska rapporteras i enlighet med de krav som 
framgår av ISRS 4400.  

När tillämpligt ska storleken på urvalet framgå av rapporteringen. 

Obligatoriska uppdrag som alltid måste vara inkluderade: 
Struktur och innehåll 

1. Inspektera huruvida den finansiella rapporten är strukturerad på ett sätt som möjliggör 
jämförelser mot den senaste godkända budgeten3. 

2. Inspektera huruvida den finansiella rapporten innehåller följande information: 

a) Finansiellt utfall per budgetpost (både intäkter och kostnader) för rapporteringsperioden 
och kolumner för ackumulerad information för tidigare rapporteringsperioder under 
gällande avtal. 

b) Om tillämpligt, jämför om ingående balans4 för rapporteringsperioden är densamme 
som utgående balans för föregående rapporteringsperiod/er. 

c) Om tillämpligt, inspektera och bekräfta att rapporteringen innehåller hela kedjan av 
valutaväxlingar inom projektet, från ForumCivs utbetalning till lokal valuta/-
or.   Inspektera att den princip som använts för att hantera valutaväxlingar anges som en 
not till den finansiella rapporten. 

d) Förklarande noter (såsom t.ex. applicerade redovisningsprinciper i den finansiella 
rapporteringen). 

e) Om tillämpligt, belopp som har vidareförmedlats till Partner i efterföljande led. 

3. Personal och löner 

a) Inspektera och bekräfta inom vilken frekvens som lönekostnader bokförs i projektet.  

Gör ett urval av tre individer för tre olika månader och: 

b) Inspektera och bekräfta att det finns underliggande dokumentation5 för bokförda 
lönekostnader. 

c) Inspektera och bekräfta att arbetad tid är dokumenterad och verifieras av en chef. Fråga 
och inspektera med vilken frekvens det sker en avstämning mellan arbetad tid och 
bokförd tid. 

 
3 Den budget som är bilagd avtalet med ForumCiv och ifall en uppdatering har skett ska det styrkas med ett 
skriftligt godkännande från ForumCiv. 
4 Kvarstående medel från utbetalningar som har gjorts under tidigare rapporteringsperiod/er. 
5 Bokförda lönekostnader ska verifieras av underlag såsom anställningskontrakt, lönespecifikation och 
tidrapporter. 
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d) Inspektera huruvida Samarbetspartnern efterlever gällande skattelagstiftning med 
avseende på inkomstskatter och sociala avgifter. 

4. Ingående och utgående balans 

a) Inspektera och bekräfta att den utgående balansen (enligt den finansiella rapporten) i 
slutet av rapporteringsperioden överensstämmer med information i 
redovisningssystemet och/eller bankkontoutdrag. 

b) Tillämpligt sista året: Inspektera och bekräfta den utgående balansen (inklusive 
eventuella valutakursvinster) i den finansiella rapporten och bekräfta beloppet som ska 
återbetalas till ForumCiv. 

5. Inspektera och bekräfta huruvida medel hålls på bankkonto som disponeras av 
organisationen samt om kontot kräver signering av minst två personer i förening. 

6. Upphandling 

a) Inspektera och bekräfta huruvida Samarbetspartnern har gjort inköp av varor och 
tjänster till ett värde som överstiger beloppsgränserna i upphandlingsreglerna som 
bifogas eller refereras i avtalet. Inhämta en lista över alla inköpta varor och tjänster 
under rapporteringsperioden och identifiera transaktioner över avtalade beloppsgränser. 

b) Om tillämpligt, välj två av de identifierade transaktionerna som överstiger 
beloppsgränsen SEK 50 000 och avgör om de följt anbudsförfarande och skett enligt 
upphandlingsreglerna. 

Uppdrag som måste vara inkluderade om Samarbetspartnern vidareförmedlar 
medel till Partner i efterföljande led inom projektet. 
Gör ett urval av minst 10% av totalt utbetalda medel och 10% av antal Partners i 
efterföljande led eller maximalt 10 Partners i efterföljande led. 

7. Inspektera och bekräfta huruvida Samarbetspartnern har tecknat avtal med Partner i 
efterföljande led som ingår i urvalet.  

8. Inspektera och bekräfta huruvida Samarbetspartnern, i alla avtal med Partner i efterföljande 
led, inkluderar krav på att revision ska genomföras årligen. Av kraven ska framgå att dessa 
revisioner ska utföras i enlighet med ISA 800/805 och ett separat uppdrag enligt ISRS 4400 
för projektstöd. 

9. I urvalet, inspektera och bekräfta huruvida Samarbetspartnern har erhållit finansiell 
rapportering och rapportering från revisor från samtliga Partners i efterföljande led: 

a) Fråga och inspektera huruvida Samarbetspartnern har kontrollerat att rapporteringen är 
i enlighet med kraven i avtalet. 

b) Fråga och inspektera huruvida Samarbetspartnern har dokumenterat sina bedömningar 
av bifogade finansiella rapporter, rapporteringen från revisorer samt svar och 
åtgärdsplaner från Partners i efterföljande led. 
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c) Fråga och inspektera huruvida Samarbetspartnern har dokumenterat vidtagna åtgärder 
baserat på tillgänglig information i den finansiella rapporteringen och rapporteringen 
från revisor från Partner i efterföljande led. 

d) Fråga och inspektera huruvida Samarbetspartnern har informerat ForumCiv om 
väsentliga6 iakttagelser från revisionsrapportering från Partners i efterföljande led. Lista 
iakttagelser7 från revisionsrapportering från Partners i efterföljande led i enlighet med 
angivet urval. 

III) Management Letter 
Rapporteringen ska innehålla ett Management letter som beskriver alla iakttagelser samt 
svagheter som framkommit under revisionsprocessen. Revisorn ska lämna rekommendationer 
utifrån gjorda iakttagelser och identifierade svagheter. Rekommendationerna ska anges i 
prioritetsordning och med en riskklassificering. 

Åtgärder som Samarbetspartnern vidtagit för att komma till rätta med tidigare rapporterade 
svagheter skall presenteras i Management letter. I de fall tidigare revision inte har innehållit 
några iakttagelser eller rekommendationer ska detta tydliggöras i revisionsrapporteringen. 

Om revisorn bedömer att inga iakttagelser eller svagheter identifierats som föranleder ett 
Management letter, ska denna förklaring framgå i revisorns rapportering. 

Underskrift 
Genom underskrift nedan intygar undertecknade uppfyllandet av denna uppdragsbeskrivning 
och dess gällande regler. 

Samarbetspartnern 
  

_____________________________________________________ 
Ort och datum  

  

_____________________________________________________ 
Underskrift 

 

_____________________________________________________ 
Namnförtydligande 

  

_____________________________________________________ 
Titel och organisation 

Revisor 
  

_____________________________________________________ 
Ort och datum  

  

_____________________________________________________ 
Underskrift 

 

_____________________________________________________ 
Namnförtydligande 

  

_____________________________________________________ 
Titel och företag 

 

 
6 Bedömda som väsentliga av Samarbetspartnern och Partner i efterföljande leds revisorer. 
7 Iakttagelser i Management Letters och om tillämpligt orena revisionsberättelser. 
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ForumCivs regler för inköp och 
upphandling av varor och tjänster  
Godkänd av: Generalsekreterare, ForumCiv 
Datum: 2022-11-22 
Giltighetstid: Tills vidare 
Auktoriserad av: Ekonomichef, ForumCiv 

1. Bärande principer för upphandling i verksamhet finansierad av 
ForumCiv 

All biståndsverksamhet ska präglas av ett effektivt resursutnyttjande, befrämjande av god 
administration och transparens i medelshanteringen samt motverkande av korruption och 
oegentligheter. Ett sätt att uppnå detta är att göra transparenta och kostnadseffektiva 
upphandlingar.  

Dessa upphandlingsbestämmelser är giltiga för ForumCiv såväl som för andra aktörer vars 
verksamhet genomförs med bidrag förmedlat genom ForumCiv. 

Den enskilda organisationen har alltid ansvar för de upphandlingar som de eller deras partners 
genomför med bidrag från ForumCiv. Grundprincipen är att samtidigt som hänsyn måste tas till 
att upphandlingen ska bli så ekonomisk och ändamålsenlig som möjligt för organisationen och 
för den som ska ta emot varan eller tjänsten, ska all bidragsfinansierad upphandling präglas av 
affärsmässighet, konkurrens och objektivitet. 

Det innebär att enskilda organisationer som upphandlar varor och tjänster ska bedriva 
upphandlingen på ett affärsmässigt sätt. Konkurrensmöjligheter ska sökas och utnyttjas. Anbud 
och anbudsgivare ska behandlas objektivt så att konkurrens på lika villkor uppnås. 

2. Grundregler 
a) Vid inköp upp till 50 000 kr exkl. moms krävs ingen prisjämförelse eller upphandling. 

Fakturan eller kvittot tillsammans med tillhörande underlag ska alltid tydligt visa vad som 
ligger till grund för kostnaden. 
 

b) Skriftlig prisjämförelse ska göras vid alla upphandlingar (både varor och tjänster) 
överstigande 50 000 kr exkl. moms. Skriftliga prisuppgifter ska tas in från minst tre 
leverantörer och beslutet av val av leverantör ska dokumenteras skriftligt. Upphandlingen 
sker alltså inte i fri konkurrens, men däremot ska fortfarande affärsmässighet råda. 
 

c) Selektiv upphandling ska ske för alla upphandlingar (både varor och tjänster) överstigande 
300 000 kr exkl. moms. Selektiv upphandling innebär att minst tre leverantörer skriftligen 
inbjuds att inkomma med skriftliga anbud. Se regelverk i 3) nedan. 
 

d) Öppen upphandling ska ske för alla upphandlingar av varor eller tjänster till ett belopp 
överstigande 2 000 000 kr exkl. moms. Öppen upphandling innebär att alla som så önskar 
får lämna anbud, genom att uppdraget annonseras, i övrigt gäller även här reglerna i 3) 
nedan. 
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e) De olika anbudsförfarandena är öppna för både inhemska och utländska anbud. Behandling
av anbuden ska behandlas lika utan att göra någon åtskillnad.

f) För anbudsföreläggningar finns inga andra språkkrav än det specifika landets officiella
språk. Vid behov kan anbud också presenteras på engelska.

g) För upphandlingar utanför Sverige ska beloppsgränserna anpassas till lokala förhållanden.
När detta regelverk tillämpas av ForumCiv eller dess partner utanför Sverige ska alltså
regelverket justeras till relevanta beloppsgränser. Man ska då översätta beloppsgränserna till
belopp i lokal valuta som motsvarar värdet av varor/tjänster i Sverige för ovan nämnda
belopp. Svenska beloppsgränserna är dock alltid maxbelopp.

h) För ofta återkommande prisjämförelser/upphandlingar av samma typ av tjänst bör alla
kostnader slås samman och upphandlas vid ett och samma tillfälle, alternativt bör ramavtal
upphandlas. Beloppsgränserna ovan behöver då även tas hänsyn till och det kan hända att en
annan nivå för prisjämförelser/upphandlingar behöver tillämpas om tex. kostnader över
flera år slås ihop.

3. Övergripande regler gällande selektiv och öppen upphandling1

• Fullständigt och tydligt anbudsunderlag i form av tekniska specifikationer/
uppdragsbeskrivning och kommersiella villkor ska ingå i anbudsförfrågan. Det är
viktigt att specifikationerna är neutrala och om hänvisning till visst märke måste göras,
ska ”eller likvärdig” läggas till.

• Vid anbudsutvärderingen får hänsyn endast tas till sådana kriterier som angivits i
förfrågan. Rangordning görs utifrån dessa och både kostnadsaspekt och kvalitéaspekt
tas i beaktande utifrån en innan framtagen mall med kriterier kopplade till
anbudsförfrågan. Tilldelningskriterierna ska säkerställa effektiv konkurrens, förhindra
obegränsad valfrihet och säkerställa att informationen i anbuden är korrekt. Det anbud
ska antas som anses förmånligast vid beaktande av samtliga av dessa kriterier.

• Anbud får inte infordras enbart av jämförelseskäl. Den som inbjuds lämna anbud ska
också kunna räkna med att verkligen komma ifråga som leverantör.

• Anbudsförfrågan ska skickas till åtminstone tre parter, eller annonseras.

• Anbud som lämnas in efter tidsfristen kommer att avvisas.

• Sammansättningen av gruppen av leverantörer som inbjuds att lämna anbud bör inte
ständigt vara densamma utan varieras från tid till annan i så stor utsträckning som
möjligt.

• I all anbudsupphandling ska antagande av anbud jämte skälen här för framgå av ett
särskilt upprättat upphandlingsbeslut, som ska vara underskrivet av ansvarig person.

1 För ForumCivs egna upphandlingar finns dessutom mer ingående instruktioner i Rutin för inköp och 
upphandling. 
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• Öppnande av anbud. Anbuden skall öppnas, samtidigt och så snart som möjligt efter
utgången av anbudstiden, av en kommitté där minst två personer deltar och utsetts av
den upphandlande organisationen. Anbuden ska anges på en lista som ska verifieras av
de som deltar i kommittén.

• Den anbudsgivare vars anbud antagits ska underrättas skriftligt snarast möjligt, dock
senast inom den tid under vilket anbudet är bindande för anbudsgivaren.

• De anbudsgivare som inte fått sina anbud antagna, ska så snart som möjligt underrättas
härom. I vissa enskilda fall kan, om det bedöms som rimligt, information om underlag
för beslut lämnas ut till anbudsgivare.

Det kan anses rimligt att kraven måste anpassas till de förhållanden som råder lokalt samt lokal 
lagstiftning på området. Här gäller dock alltid att upphandlingen ska ske under affärsmässiga 
former. 

4. Annonsering av upphandling och inbjudan till anbudssökande
(Selektiv och öppen upphandling) 

Annonsering/anbudsinfordran 
Den upphandlande organisationen ska genom en anbudsinfordran informera om sin avsikt att 
tilldela ett kontrakt eller ingå ett ramavtal. En anbudsinfordran ska göras genom annonser om 
upphandling. Annonsering kan ske genom: 

• Nationell daglig- eller yrkes och eller handelspress (tryckt eller elektronisk form)
• Organisationens hemsida och/eller liknande portaler
• Olika nätverk

5. Tidsfrister för anbudsansökningar och anbud
När tidsfrister för att komma in med anbudsansökningar och anbud bestäms, ska särskild hänsyn 
tas till hur komplicerad upphandlingen är och hur lång tid leverantörerna kan antas behöva för 
att utarbeta anbudsansökningarna eller anbuden.  

Vid öppet förfarande ska tidsfristen för att komma in med anbud vara minst 35 dagar från den 
dag då annonsen om upphandling skickades för publicering. 

Om upphandlande organisation har förhandsannonserat utan att annonsen använts som 
anbudsinfordran, får tidsfristen för att komma in med anbud:  

1. vid öppet förfarande bestämmas till minst 15 dagar från den dag då annonsen om
upphandling skickades för publicering, och

2. vid selektivt förfarande och förhandlat förfarande med föregående annonsering
bestämmas till minst 10 dagar från den dag då inbjudan att lämna anbud skickades till
utvalda anbudssökande.

6. Undantag
Undantagsvis kan det finnas skäl då organisationen ser sig tvingad att göra avsteg från reglerna 
för konkurrensupphandling. I sådana fall gäller dokumentationsprincipen, d.v.s. att avstegen ska 
motiveras och dokumenteras. Denna dokumentation ska stå i rimlig proportion mot det belopp 
som avses.  
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Exempel på generella undantag: 
• Undantag kan medges i de fall organisationens andel av den totala budgeten är ringa

och ej är tydligt urskiljbar.

• Svensk enskild organisation som verkar via internationell allians eller nätverk som i sin
tur har dokumenterade upphandlingsregler kan välja att följa de regler denna part satt
upp. Detta ska regleras genom avtal mellan organisationen och berörd part eller i av
organisationen dokumenterat förhållningssätt till upphandling.

• Detsamma gäller även samarbete med EU.

Exempel på undantag från konkurrensupphandling (minst tre anbudsgivare): 
• Vid akut katastrofinsats då en eventuell merkostnad får vägas mot att varan finns

tillgänglig för omedelbar leverans i verksamhetslandet eller regionen kan undantag från
reglerna om konkurrensupphandling medges.

• I situationer då det är omöjligt att hitta minst tre leverantörer. ForumCiv och våra
partners arbetar i svåra miljöer där det ibland kan vara omöjligt att hitta tre leverantörer.
Är detta fallet, ska ändå så många leverantörer som möjligt sökas och försöken ska
dokumenteras.

Exempel på undantag från affärsmässighet: 
• Inskränkningar i affärsmässigheten kan vara motiverat med anledning av deltagande i

handelsblockad som rekommenderats av FN.

• Ett annat skäl för att inte acceptera ett lägsta godtagbart anbud kan vara om
anbudsgivaren brutit mot god handelssed och ett anlitande av denne skulle skada
organisationens förhållande till sina medlemmar och bidragsgivare.

7. Miljö- och rättighetsaspekter i upphandlingen
Ett hållbart utnyttjande av naturresurser och miljöhänsyn är grundläggande i ForumCivs arbete. 
Organisationen ska se till att upphandlingar beaktar en miljömässigt hållbar utveckling och 
leverantörer ska producera och leverera sin vara/tjänst på det mest miljövänliga sättet.  

Organisationen ska se till att upphandlingar beaktar de grundläggande mänskliga rättigheterna, 
inte utnyttjar tvångsarbete (slaveri), barnarbete, förbjuder friorganisering på arbetsplats och 
arbetsvillkoren motsvarar minimistandard för arbetsvillkor såsom de kommit till uttryck i ILO:s 
kärnkonventioner2. Leverantörer som bryter mot grundläggande mänskliga rättigheter 
accepteras inte. 

8. Uteslutningsgrunder av leverantörer
Organisationen ska utesluta en leverantör från att delta i en upphandling, om organisationen 
genom kontroll eller på annat sätt får kännedom om att leverantören enligt en dom som fått laga 

2 Konventionerna om förenings- och organisationsfrihet (nr 87 och 98). Konventionerna om förbud mot 
tvångsarbete (nr 29 och 105). Konventionerna om förbud mot barnarbete (nr 138 och 182). 
Konventionerna om förbud mot diskriminering (nr 100 och 111). 
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kraft är dömd för brott som innefattar; bestickning, bedrägeri, penningtvätt, finansiering av 
terrorism eller brott med anknytning till terroristverksamhet eller människohandel. 

Är leverantören en juridisk person, ska leverantören uteslutas om en person som ingår i 
leverantörens förvaltnings-, lednings- eller kontrollorgan har dömts för brottet. Detsamma gäller 
om den som har dömts för brottet är behörig att företräda, fatta beslut om eller kontrollera 
leverantören. 

Före alla inköp, pris- och kvalitetsjämförelser och upphandlingar måste en kontroll göras mot 
Världsbankens lista över icke berättigade företag och individer för att säkerställa att inga 
leverantörer/konsulter listas. Listan innehåller både företag och individer som har sanktionerats 
enligt bankens bedrägeri- och korruptionspolicy. 

9. Dokumentation och arkivering
Alla för upphandlingen relevanta dokument ska sparas av den enskilda organisationen och 
arkiveras i sju år från den dag då projektet/programmet slutredovisas. Till de relevanta 
dokumenten hör framförallt anbudsinfordran, anbud, anbudsvärderingsprotokoll samt beslut. 
Hit hör även den argumentation och beslut som ligger till grund för avsteg i enlighet med avsnitt 
4 ovan.  

10. ForumCivs revision och granskning: krav på dokumentation
I ForumCivs ansvar ingår att följa upp och granska upphandling för biståndsändamål som 
finansierats genom ForumCiv. Sådan upphandlingsverksamhet måste därför vara systematiskt 
och väl dokumenterad. ForumCiv har rätt att få del av samtliga handlingar rörande sådan 
upphandlingsverksamhet. 

Transaction 09222115557489298416 Signed SN, RS, GB, AS



Document

Agreement 300010106
Main document
77 pages
Initiated on 2023-03-20 15:31:53 CET (+0100) by Maria 
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Signed 2023-03-21 22:46:36 CET (+0100)
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The name returned by Swedish BankID was "GUNILLA 
BROSTRÖM"
Signed 2023-03-21 09:44:29 CET (+0100)

The name returned by Swedish BankID was "ANNA 
STENVINKEL"
Signed 2023-03-23 10:49:14 CET (+0100)

This verification was issued by Scrive. Information in italics has been safely verified by Scrive. For more 
information/evidence about this document see the concealed attachments. Use a PDF-reader such as 
Adobe Reader that can show concealed attachments to view the attachments. Please observe that if the 
document is printed, the integrity of such printed copy cannot be verified as per the below and that a 
basic print-out lacks the contents of the concealed attachments. The digital signature (electronic seal) 
ensures that the integrity of this document, including the concealed attachments, can be proven 
mathematically and independently of Scrive. For your convenience Scrive also provides a service that 
enables you to automatically verify the document's integrity at: https://scrive.com/verify
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework

Last updated: Fri 06 Mar 2020 14:08:40 UTC 
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

		Time		CES		IP address and User-Agent		Event

		2023-03-20 14:31:53.408113 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      5.243.123.105
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.44
      
    		
      
        The initiator Maria Simonsson (MS) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2023-06-18 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.
      

    

		2023-03-20 14:31:53.408113 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to review the document via email to Khady Björkdahl (KB). The invitation included a link that when clicked led to Scrive eSign’s online interface to review documents. 
The invitation contained the following message: 
 Hej,

Klicka på "Gå till dokumentet" för att komma vidare till avtalet. Vänligen läs igenom hela avtalet och samtliga bilagor innan du signerar avtalet. Avtalet signeras med Mobilt BankID. När avtalet signerats av din organisation och ForumCiv får du ett bekräftelsemejl med det signerade avtalet bifogat.

Allt gott,
ForumCiv
      

    

		2023-03-20 14:31:53.408113 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to review the document via email to Not named party (1). The invitation included a link that when clicked led to Scrive eSign’s online interface to review documents. 
The invitation contained the following message: 
 Hej,

Klicka på "Gå till dokumentet" för att komma vidare till avtalet. Vänligen läs igenom hela avtalet och samtliga bilagor innan du signerar avtalet. Avtalet signeras med Mobilt BankID. När avtalet signerats av din organisation och ForumCiv får du ett bekräftelsemejl med det signerade avtalet bifogat.

Allt gott,
ForumCiv
      

    

		2023-03-20 14:31:53.408113 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (rosalie.sanyang@gmail.com) to Rosalie Sanyang (RS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej,

Klicka på "Gå till dokumentet" för att komma vidare till avtalet. Vänligen läs igenom hela avtalet och samtliga bilagor innan du signerar avtalet. Avtalet signeras med Mobilt BankID. När avtalet signerats av din organisation och ForumCiv får du ett bekräftelsemejl med det signerade avtalet bifogat.

Allt gott,
ForumCiv
      

    

		2023-03-20 14:31:53.408113 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (gunilla.b.brostrom@gmail.com) to Gunilla Broström (GB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej,

Klicka på "Gå till dokumentet" för att komma vidare till avtalet. Vänligen läs igenom hela avtalet och samtliga bilagor innan du signerar avtalet. Avtalet signeras med Mobilt BankID. När avtalet signerats av din organisation och ForumCiv får du ett bekräftelsemejl med det signerade avtalet bifogat.

Allt gott,
ForumCiv
      

    

		2023-03-20 14:31:56.39301 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to review the document sent via email to Khady Björkdahl (KB) was delivered.
      

    

		2023-03-20 14:31:56.410778 UTC ±39 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Gunilla Broström (GB) was delivered.
      

    

		2023-03-20 14:32:08.477579 UTC ±40 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rosalie Sanyang (RS) was delivered.
      

    

		2023-03-20 14:32:14.394161 UTC ±40 ms		2023-03-20 13:40:07.140133 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to review the document sent via email to Not named party (1) was delivered.
      

    

		2023-03-20 15:08:25.021204 UTC ±24 ms		2023-03-20 14:40:08.616528 UTC		
      13.49.225.159
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0
      
    		
      
        The party Gunilla Broström (GB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 15:16:18.342867 UTC ±31 ms		2023-03-20 14:40:08.616528 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-20 15:18:41.344614 UTC ±33 ms		2023-03-20 14:40:08.616528 UTC		
      13.49.225.159
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64; rv:109.0) Gecko/20100101 Firefox/111.0
      
    		
      
        The party Gunilla Broström (GB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 15:19:35.490335 UTC ±33 ms		2023-03-20 14:40:08.616528 UTC		
      94.234.119.199
      
        Mozilla/5.0 (iPhone; CPU iPhone OS 15_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) CriOS/111.0.5563.72 Mobile/15E148 Safari/604.1
      
    		
      
        The party Rosalie Sanyang (RS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 15:19:57.351171 UTC ±34 ms		2023-03-20 14:40:08.616528 UTC		
      94.234.119.199
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The party Rosalie Sanyang (RS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 15:21:59.570453 UTC ±35 ms		2023-03-20 14:40:08.616528 UTC		
      83.227.44.147
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15
      
    		
      
        The party Gunilla Broström (GB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 15:22:05.647513 UTC ±35 ms		2023-03-20 14:40:08.616528 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to gunilla.b.brostrom@gmail.com was opened.
      

    

		2023-03-20 17:00:30.911442 UTC ±16 ms		2023-03-20 16:40:12.05064 UTC		
      81.227.157.179
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The party Rosalie Sanyang (RS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 17:13:05.181804 UTC ±26 ms		2023-03-20 16:40:12.05064 UTC		
      83.227.44.147
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15
      
    		
      
        The party Gunilla Broström (GB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-20 19:07:56.337183 UTC ±26 ms		2023-03-20 18:40:16.769424 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-20 19:27:48.203764 UTC ±42 ms		2023-03-20 18:40:16.769424 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-20 20:50:16.117756 UTC ±10 ms		2023-03-20 20:40:23.041542 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-21 08:43:28.133661 UTC ±6 ms		2023-03-21 08:40:50.349347 UTC		
      83.227.44.147
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15
      
    		
      
        The party Gunilla Broström (GB) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-21 08:44:19.439121 UTC ±6 ms		2023-03-21 08:40:50.349347 UTC		
      83.227.44.147
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15
      
    		
      
        The signatory Gunilla Broström (GB) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2023-03-21 08:44:19.439121 UTC ±6 ms		2023-03-21 08:40:50.349347 UTC		
      83.227.44.147
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15
      
    		
      
        The signatory Gunilla Broström (GB) checked the checkbox "Avtalsbrev, Accompanying letter to agreement". The text next to the checkbox was "I have read and accepted the content of the attachment Avtalsbrev, Accompanying letter to agreement.".
      

    

		2023-03-21 08:44:29.033589 UTC ±6 ms		2023-03-21 08:40:50.349347 UTC		
      83.227.44.147
      
        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/16.3 Safari/605.1.15
      
    		
      
        The document was signed by Gunilla Broström (GB) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SSBzaWduIHRoZSBkb2N1bWVudCAiQWdyZWVtZW50IDMwMDAxMDEwNiIgd2l0aCB0cmFuc2FjdGlvbiBudW1iZXIgOTIyMjExNTU1NzQ4OTI5ODQxNi4=







Data returned from 
  the BankID network
:
  
Name: GUNILLA BROSTRÖM
  
ID number: 
  *Redacted by author*

  
IP: 83.227.44.147















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-03-21 21:01:21.826342 UTC ±17 ms		2023-03-21 20:41:16.116928 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-21 21:01:34.308597 UTC ±17 ms		2023-03-21 20:41:16.116928 UTC		
      81.227.157.179
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The party Rosalie Sanyang (RS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-21 21:32:23.499631 UTC ±42 ms		2023-03-21 20:41:16.116928 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-21 21:42:06.04041 UTC ±1 ms		2023-03-21 21:41:19.298922 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-21 21:42:22.335057 UTC ±1 ms		2023-03-21 21:41:19.298922 UTC		
      81.227.157.179
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The party Rosalie Sanyang (RS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-21 21:45:44.895943 UTC ±4 ms		2023-03-21 21:41:19.298922 UTC		
      81.227.157.179
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The signatory Rosalie Sanyang (RS) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2023-03-21 21:45:44.895943 UTC ±4 ms		2023-03-21 21:41:19.298922 UTC		
      81.227.157.179
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The signatory Rosalie Sanyang (RS) checked the checkbox "Avtalsbrev, Accompanying letter to agreement". The text next to the checkbox was "I have read and accepted the content of the attachment Avtalsbrev, Accompanying letter to agreement.".
      

    

		2023-03-21 21:46:36.283437 UTC ±4 ms		2023-03-21 21:41:19.298922 UTC		
      81.227.157.179
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36
      
    		
      
        The document was signed by Rosalie Sanyang (RS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SSBzaWduIHRoZSBkb2N1bWVudCAiQWdyZWVtZW50IDMwMDAxMDEwNiIgd2l0aCB0cmFuc2FjdGlvbiBudW1iZXIgOTIyMjExNTU1NzQ4OTI5ODQxNi4=







Data returned from 
  the BankID network
:
  
Name: ROSALIE SANYANG
  
ID number: 
  *Redacted by author*

  
IP: 81.227.157.179















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-03-21 21:46:36.283437 UTC ±4 ms		2023-03-21 21:41:19.298922 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (stefan.nilsson@forumciv.org) to Stefan Nilsson (SN). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej,

Klicka på "Gå till dokumentet" för att komma vidare till avtalet. Vänligen läs igenom hela avtalet och samtliga bilagor innan du signerar avtalet. Avtalet signeras med Mobilt BankID. När avtalet signerats av din organisation och ForumCiv får du ett bekräftelsemejl med det signerade avtalet bifogat.

Allt gott,
ForumCiv
      

    

		2023-03-21 21:46:42.390251 UTC ±4 ms		2023-03-21 21:41:19.298922 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Stefan Nilsson (SN) was delivered.
      

    

		2023-03-22 06:34:06.227392 UTC ±40 ms		2023-03-22 05:41:41.215248 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation sent to rosalie.sanyang@gmail.com was opened.
      

    

		2023-03-22 06:56:02.61204 UTC ±11 ms		2023-03-22 06:41:43.970469 UTC		
      185.104.137.43
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.44
      
    		
      
        The party Stefan Nilsson (SN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-22 06:59:01.45087 UTC ±13 ms		2023-03-22 06:41:43.970469 UTC		
      185.104.137.43
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.44
      
    		
      
        The party Stefan Nilsson (SN) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-22 06:59:50.320675 UTC ±14 ms		2023-03-22 06:41:43.970469 UTC		
      185.104.137.43
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.44
      
    		
      
        The signatory Stefan Nilsson (SN) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2023-03-22 06:59:50.320675 UTC ±14 ms		2023-03-22 06:41:43.970469 UTC		
      185.104.137.43
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.44
      
    		
      
        The signatory Stefan Nilsson (SN) checked the checkbox "Avtalsbrev, Accompanying letter to agreement". The text next to the checkbox was "I have read and accepted the content of the attachment Avtalsbrev, Accompanying letter to agreement.".
      

    

		2023-03-22 06:59:50.779851 UTC ±14 ms		2023-03-22 06:41:43.970469 UTC		
      185.104.137.43
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.44
      
    		
      
        The document was signed by Stefan Nilsson (SN) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SSBzaWduIHRoZSBkb2N1bWVudCAiQWdyZWVtZW50IDMwMDAxMDEwNiIgd2l0aCB0cmFuc2FjdGlvbiBudW1iZXIgOTIyMjExNTU1NzQ4OTI5ODQxNi4=







Data returned from 
  the BankID network
:
  
Name: Sven Stefan Clarence Nilsson
  
ID number: 
  *Redacted by author*

  
IP: 78.79.166.105















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-03-22 06:59:50.779851 UTC ±14 ms		2023-03-22 06:41:43.970469 UTC		
      
      
        
      
    		
      
        Scrive eSign sent an invitation to sign the document via email (anna.stenvinkel@forumciv.org) to Anna Stenvinkel (AS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 
The invitation contained the following message: 
 Hej,

Klicka på "Gå till dokumentet" för att komma vidare till avtalet. Vänligen läs igenom hela avtalet och samtliga bilagor innan du signerar avtalet. Avtalet signeras med Mobilt BankID. När avtalet signerats av din organisation och ForumCiv får du ett bekräftelsemejl med det signerade avtalet bifogat.

Allt gott,
ForumCiv
      

    

		2023-03-22 06:59:55.94809 UTC ±14 ms		2023-03-22 06:41:43.970469 UTC		
      
      
        
      
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anna Stenvinkel (AS) was delivered.
      

    

		2023-03-23 09:48:40.218481 UTC ±5 ms		2023-03-23 09:42:50.923676 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.51
      
    		
      
        The party Anna Stenvinkel (AS) opened the document in Scrive eSign’s online interface to sign documents.
      

    

		2023-03-23 09:49:05.188036 UTC ±5 ms		2023-03-23 09:42:50.923676 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.51
      
    		
      
        The signatory Anna Stenvinkel (AS) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  
      

    

		2023-03-23 09:49:05.188036 UTC ±5 ms		2023-03-23 09:42:50.923676 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.51
      
    		
      
        The signatory Anna Stenvinkel (AS) checked the checkbox "Avtalsbrev, Accompanying letter to agreement". The text next to the checkbox was "I have read and accepted the content of the attachment Avtalsbrev, Accompanying letter to agreement.".
      

    

		2023-03-23 09:49:14.722457 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      213.179.6.97
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/111.0.0.0 Safari/537.36 Edg/111.0.1661.51
      
    		
      
        The document was signed by Anna Stenvinkel (AS) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


SSBzaWduIHRoZSBkb2N1bWVudCAiQWdyZWVtZW50IDMwMDAxMDEwNiIgd2l0aCB0cmFuc2FjdGlvbiBudW1iZXIgOTIyMjExNTU1NzQ4OTI5ODQxNi4=







Data returned from 
  the BankID network
:
  
Name: ANNA STENVINKEL
  
ID number: 
  *Redacted by author*

  
IP: 213.179.6.97















Signature: 


  *Redacted by author*


Online Certificate Status Protocol (OCSP) Response:
  






      

    

		2023-03-23 09:49:14.722457 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        Scrive eSign locked the document from further modifications by the parties.
      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        The attachment "Avtalsbrev, Accompanying letter to agreement" will not be merged with the main document. To be able to confirm the integrity of "Avtalsbrev, Accompanying letter to agreement" it was hashed using the SHA-256 method.




Hash: 

fcd92e5b1a8233dcbd5a0aae20f476e3bde7b1832151e4f6f8dcec66d9ec9af7

      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        The attachment "Plusgiro Bankgiro blankett ifyllbar pdf" will not be merged with the main document. To be able to confirm the integrity of "Plusgiro Bankgiro blankett ifyllbar pdf" it was hashed using the SHA-256 method.




Hash: 

07eb2dc318110e91ee5035dd88c85882ad36ec1df1dad0f2decb324bacd690e8

      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        The attachment "SPP Requisition form" will not be merged with the main document. To be able to confirm the integrity of "SPP Requisition form" it was hashed using the SHA-256 method.




Hash: 

29a078e9a3719663dbce0f7dec9bfd2759be4c35a3ada021493f1c2efefa4525

      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        The attachment "Uppgifter om styrelsen blankett ifyllbar pdf" will not be merged with the main document. To be able to confirm the integrity of "Uppgifter om styrelsen blankett ifyllbar pdf" it was hashed using the SHA-256 method.




Hash: 

423e0bbd3e1b4321cc28e75b624bfdb52945b6943e198aa913b77b37be05963d

      

    

		2023-03-23 09:49:14.93671 UTC ±6 ms		2023-03-23 09:42:50.923676 UTC		
      
      
        
      
    		
      
        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]

 be a set of the clock error samples (in seconds). Let [image: 2.png]

, [image: 3.png]

.

		Let [image: 4.png]

 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]

.

		Let [image: 7.png]

, [image: 8.png]

 be the the empirical distribution function.

		Let [image: 9.png]

 be the size of discretized value space, [image: 10.png]

. Let [image: 11.png]

 be the discretized value space, [image: 12.png]

 be the set of data points representing empirical distribution function, [image: 13.png]

 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]

 and [image: 15.png]

 to assess the accuracy of the estimation.

		[image: 16.png]

 is the estimated probability that the clock error is smaller than [image: 17.png]

 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.






Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.03 ms

		standard deviation: 0.92 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈99.334%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2023-02-09 18:01:57.456956 UTC and 2023-03-23 09:42:50.923676 UTC:

		Time collected		Clock offset

		2023-02-09 18:01:57.456956		-2.7 ms

		2023-02-09 19:01:59.787373		-1.4 ms

		2023-02-09 20:02:03.418214		0.7 ms

		2023-02-09 21:02:06.89294		-0.5 ms

		2023-02-09 22:02:10.263165		-0.7 ms

		2023-02-09 23:02:12.314926		0.4 ms

		2023-02-10 00:02:13.794976		-0.1 ms

		2023-02-10 01:02:16.560299		0.5 ms

		2023-02-10 02:02:19.176221		0.2 ms

		2023-02-10 03:02:22.063916		0.5 ms

		2023-02-10 04:02:24.968478		1.1 ms

		2023-02-10 05:02:27.74769		0.5 ms

		2023-02-10 06:02:31.748608		0.2 ms

		2023-02-10 07:02:34.753001		0.6 ms

		2023-02-10 08:02:38.169491		0.2 ms

		2023-02-10 09:02:41.510447		0.3 ms

		2023-02-10 10:02:43.231273		1.9 ms

		2023-02-10 11:02:46.730164		-0.6 ms

		2023-02-10 12:02:48.366336		0.0 ms

		2023-02-10 13:02:51.043228		0.1 ms

		2023-02-10 14:02:52.934854		-0.3 ms

		2023-02-10 15:02:54.359307		0.2 ms

		2023-02-10 16:02:56.442648		0.8 ms

		2023-02-10 17:02:59.329544		0.6 ms

		2023-02-10 18:03:01.867539		0.3 ms

		2023-02-10 19:03:03.885812		-0.9 ms

		2023-02-10 20:03:06.077579		-1.6 ms

		2023-02-10 21:03:09.181589		-0.8 ms

		2023-02-10 22:03:13.064939		-1.4 ms

		2023-02-10 23:03:16.443853		-1.0 ms

		2023-02-11 00:03:18.1005		-0.2 ms

		2023-02-11 01:03:20.350026		-1.1 ms

		2023-02-11 02:03:23.230994		-0.4 ms

		2023-02-11 03:03:24.853081		-0.2 ms

		2023-02-11 04:03:26.742444		-0.1 ms

		2023-02-11 05:03:29.427894		0.1 ms

		2023-02-11 06:03:32.794724		-0.1 ms

		2023-02-11 07:03:36.69188		0.1 ms

		2023-02-11 08:03:40.54213		0.4 ms

		2023-02-11 09:03:44.186051		-0.3 ms

		2023-02-11 10:03:46.466811		-1.5 ms

		2023-02-11 11:03:50.432897		0.0 ms

		2023-02-11 12:03:52.153883		0.0 ms

		2023-02-11 13:03:54.705783		-0.4 ms

		2023-02-11 14:03:57.816628		-1.8 ms

		2023-02-11 15:03:59.608737		0.3 ms

		2023-02-11 16:04:01.415774		-1.0 ms

		2023-02-11 17:04:02.950085		-1.0 ms

		2023-02-11 18:04:06.276064		0.0 ms

		2023-02-11 19:04:08.947972		0.3 ms

		2023-02-11 20:04:10.647906		-0.8 ms

		2023-02-11 21:04:12.389268		0.0 ms

		2023-02-11 22:04:15.163012		-1.2 ms

		2023-02-11 23:04:18.48193		0.2 ms

		2023-02-12 00:04:22.060743		-1.1 ms

		2023-02-12 01:04:25.452399		-0.6 ms

		2023-02-12 02:04:28.531327		-0.9 ms

		2023-02-12 03:04:31.706379		-0.8 ms

		2023-02-12 04:04:35.519673		-0.5 ms

		2023-02-12 05:04:39.259698		-0.6 ms

		2023-02-12 06:04:42.418545		-0.7 ms

		2023-02-12 07:04:46.286324		-0.1 ms

		2023-02-12 08:04:50.091759		0.2 ms

		2023-02-12 09:04:53.684613		0.6 ms

		2023-02-12 10:04:57.260168		1.1 ms

		2023-02-12 11:05:00.313814		1.8 ms

		2023-02-12 12:05:04.042921		0.6 ms

		2023-02-12 13:05:07.002585		-0.4 ms

		2023-02-12 14:05:09.737452		-1.4 ms

		2023-02-12 15:05:12.636121		-0.4 ms

		2023-02-12 16:05:14.916022		-2.0 ms

		2023-02-12 17:05:17.694389		-0.1 ms

		2023-02-12 18:05:20.875047		-1.5 ms

		2023-02-12 19:05:24.878131		0.5 ms

		2023-02-12 20:05:27.616802		-2.3 ms

		2023-02-12 21:05:30.812266		0.0 ms

		2023-02-12 22:05:34.095158		-0.1 ms

		2023-02-12 23:05:38.285994		-0.5 ms

		2023-02-13 00:05:41.603433		0.2 ms

		2023-02-13 01:05:44.098781		-0.3 ms

		2023-02-13 02:05:47.010906		-0.5 ms

		2023-02-13 03:05:49.588656		-0.3 ms

		2023-02-13 04:05:52.150041		0.9 ms

		2023-02-13 05:05:54.014908		1.5 ms

		2023-02-13 06:05:57.94273		0.9 ms

		2023-02-13 07:06:01.511325		1.3 ms

		2023-02-13 08:06:04.549683		1.9 ms

		2023-02-13 09:06:06.014364		-0.3 ms

		2023-02-13 10:06:07.524552		1.0 ms

		2023-02-13 11:06:09.378479		0.7 ms

		2023-02-13 12:06:11.197902		-0.1 ms

		2023-02-13 13:06:13.583896		1.1 ms

		2023-02-13 14:06:15.623268		1.2 ms

		2023-02-13 15:06:17.186376		1.1 ms

		2023-02-13 16:06:19.693527		0.8 ms

		2023-02-13 17:06:21.668163		0.3 ms

		2023-02-13 18:06:24.157014		1.8 ms

		2023-02-13 19:06:26.251457		-0.7 ms

		2023-02-13 20:06:29.577507		-0.7 ms

		2023-02-13 21:06:32.605366		-0.4 ms

		2023-02-13 22:06:36.330557		-0.4 ms

		2023-02-13 23:06:38.949103		-0.4 ms

		2023-02-14 00:06:40.441138		-0.7 ms

		2023-02-14 01:06:43.824326		0.2 ms

		2023-02-14 02:06:47.212885		-0.3 ms

		2023-02-14 03:06:50.193534		0.3 ms

		2023-02-14 04:06:53.499508		0.1 ms

		2023-02-14 05:06:57.209602		0.3 ms

		2023-02-14 06:07:00.924982		0.5 ms

		2023-02-14 07:07:03.821488		0.6 ms

		2023-02-14 08:07:07.021443		0.5 ms

		2023-02-14 09:07:08.516439		1.2 ms

		2023-02-14 10:07:10.362733		0.2 ms

		2023-02-14 11:07:11.814028		0.0 ms

		2023-02-14 12:07:13.490852		-0.3 ms

		2023-02-14 13:07:15.869665		0.2 ms

		2023-02-14 14:07:18.450708		1.0 ms

		2023-02-14 15:07:21.061563		1.0 ms

		2023-02-14 16:07:23.309208		1.1 ms

		2023-02-14 17:07:25.704337		-0.2 ms

		2023-02-14 18:07:29.07607		0.8 ms

		2023-02-14 19:07:32.063014		-0.8 ms

		2023-02-14 20:07:35.700483		-1.0 ms

		2023-02-14 21:07:39.394943		-1.1 ms

		2023-02-14 22:07:40.968682		-2.6 ms

		2023-02-14 23:07:42.489913		-0.7 ms

		2023-02-15 00:07:46.159167		-0.9 ms

		2023-02-15 01:07:49.33599		0.3 ms

		2023-02-15 02:07:53.304527		-0.2 ms

		2023-02-15 03:07:55.959625		0.0 ms

		2023-02-15 04:07:57.606293		0.7 ms

		2023-02-15 05:07:58.960806		0.9 ms

		2023-02-15 06:08:01.650618		0.5 ms

		2023-02-15 07:08:03.544811		0.2 ms

		2023-02-15 08:08:07.377781		0.2 ms

		2023-02-15 09:08:09.982203		0.5 ms

		2023-02-15 10:08:12.45273		0.6 ms

		2023-02-15 11:08:14.580621		0.1 ms

		2023-02-15 12:08:17.420529		-0.9 ms

		2023-02-15 13:08:18.950361		-0.3 ms

		2023-02-15 14:08:21.30294		1.1 ms

		2023-02-15 15:08:24.144907		-0.5 ms

		2023-02-15 16:08:25.585078		0.4 ms

		2023-02-15 17:08:28.590128		-0.7 ms

		2023-02-15 18:08:31.795789		0.2 ms

		2023-02-15 19:08:35.515944		-0.4 ms

		2023-02-15 20:08:39.39806		1.0 ms

		2023-02-15 21:08:40.809056		0.0 ms

		2023-02-15 22:08:42.247256		0.2 ms

		2023-02-15 23:08:44.821001		0.0 ms

		2023-02-16 00:08:48.335221		0.2 ms

		2023-02-16 01:08:52.129336		0.4 ms

		2023-02-16 02:08:54.913904		0.9 ms

		2023-02-16 03:08:56.457512		0.4 ms

		2023-02-16 04:08:59.809473		-0.8 ms

		2023-02-16 05:09:03.107426		-0.5 ms

		2023-02-16 06:09:06.719661		0.6 ms

		2023-02-16 07:09:09.857822		0.6 ms

		2023-02-16 08:09:13.636132		0.5 ms

		2023-02-16 09:09:15.493155		2.8 ms

		2023-02-16 10:09:17.802184		0.4 ms

		2023-02-16 11:09:19.762702		-0.5 ms

		2023-02-16 12:09:21.552974		1.4 ms

		2023-02-16 13:09:23.758155		0.1 ms

		2023-02-16 14:09:25.888066		1.1 ms

		2023-02-16 15:09:27.719267		0.5 ms

		2023-02-16 16:09:30.305197		-0.2 ms

		2023-02-16 17:09:31.961312		-0.4 ms

		2023-02-16 18:09:35.340051		-1.2 ms

		2023-02-16 19:09:38.712831		0.1 ms

		2023-02-16 20:09:41.740742		1.2 ms

		2023-02-16 21:09:44.559916		2.0 ms

		2023-02-16 22:09:47.000561		0.9 ms

		2023-02-16 23:09:50.140083		-0.1 ms

		2023-02-17 00:09:51.697452		-1.0 ms

		2023-02-17 01:09:54.558086		-0.7 ms

		2023-02-17 02:09:56.298481		1.9 ms

		2023-02-17 03:09:58.325		0.1 ms

		2023-02-17 04:10:01.616956		0.6 ms

		2023-02-17 05:10:03.679778		-2.7 ms

		2023-02-17 06:10:07.403243		0.7 ms

		2023-02-17 07:10:09.023494		-0.7 ms

		2023-02-17 08:10:10.78424		1.5 ms

		2023-02-17 09:10:14.436951		0.4 ms

		2023-02-17 10:10:17.502353		-0.3 ms

		2023-02-17 11:10:20.687358		-0.4 ms

		2023-02-17 12:10:23.575443		-0.1 ms

		2023-02-17 13:10:26.258326		-1.1 ms

		2023-02-17 14:10:28.824545		0.7 ms

		2023-02-17 15:10:30.359958		-0.7 ms

		2023-02-17 16:10:34.269366		1.7 ms

		2023-02-17 17:10:37.478698		2.5 ms

		2023-02-17 18:10:39.313348		1.8 ms

		2023-02-17 19:10:40.998009		0.4 ms

		2023-02-17 20:10:44.127559		-0.6 ms

		2023-02-17 21:10:47.501637		-0.6 ms

		2023-02-17 22:10:51.211536		-1.0 ms

		2023-02-17 23:10:52.80823		-1.7 ms

		2023-02-18 00:10:55.037419		0.2 ms

		2023-02-18 01:10:56.950495		0.8 ms

		2023-02-18 02:10:58.583647		0.5 ms

		2023-02-18 03:11:01.871807		-0.3 ms

		2023-02-18 04:11:05.043125		1.4 ms

		2023-02-18 05:11:07.852712		-0.4 ms

		2023-02-18 06:11:11.380984		-1.1 ms

		2023-02-18 07:11:15.355383		-0.1 ms

		2023-02-18 08:11:18.488629		-0.7 ms

		2023-02-18 09:11:21.730072		0.9 ms

		2023-02-18 10:11:23.609851		0.5 ms

		2023-02-18 11:11:25.677285		0.2 ms

		2023-02-18 12:11:28.040287		0.2 ms

		2023-02-18 13:11:30.094402		-2.9 ms

		2023-02-18 14:11:32.230131		-0.3 ms

		2023-02-18 15:11:35.67006		-0.4 ms

		2023-02-18 16:11:38.484853		-1.7 ms

		2023-02-18 17:11:41.026876		0.7 ms

		2023-02-18 18:11:45.263448		-0.3 ms

		2023-02-18 19:11:47.908508		0.3 ms

		2023-02-18 20:11:51.069992		-0.7 ms

		2023-02-18 21:11:52.853939		0.0 ms

		2023-02-18 22:11:56.609051		0.6 ms

		2023-02-18 23:12:00.036473		-1.4 ms

		2023-02-19 00:12:02.794422		0.4 ms

		2023-02-19 01:12:05.188138		-0.2 ms

		2023-02-19 02:12:07.947696		0.4 ms

		2023-02-19 03:12:10.448393		-0.8 ms

		2023-02-19 04:12:13.927141		0.6 ms

		2023-02-19 05:12:16.937389		-0.5 ms

		2023-02-19 06:12:20.899607		-0.9 ms

		2023-02-19 07:12:24.212128		0.0 ms

		2023-02-19 08:12:27.571191		0.1 ms

		2023-02-19 09:12:31.219045		0.6 ms

		2023-02-19 10:12:34.890321		1.6 ms

		2023-02-19 11:12:36.294647		2.4 ms

		2023-02-19 12:12:39.449194		1.6 ms

		2023-02-19 13:12:42.069438		0.9 ms

		2023-02-19 14:12:45.400499		0.2 ms

		2023-02-19 15:12:47.778181		-1.2 ms

		2023-02-19 16:12:50.403708		-0.9 ms

		2023-02-19 17:12:51.865472		0.1 ms

		2023-02-19 18:12:54.110169		0.4 ms

		2023-02-19 19:12:57.114248		0.4 ms

		2023-02-19 20:13:00.211714		1.2 ms

		2023-02-19 21:13:01.894607		-0.2 ms

		2023-02-19 22:13:05.690329		-0.2 ms

		2023-02-19 23:13:09.258372		-0.3 ms

		2023-02-20 00:13:12.733035		-0.3 ms

		2023-02-20 01:13:16.58795		-0.2 ms

		2023-02-20 02:13:20.062645		-0.1 ms

		2023-02-20 03:13:23.095713		0.4 ms

		2023-02-20 04:13:25.858433		1.0 ms

		2023-02-20 05:13:28.904222		0.0 ms

		2023-02-20 06:13:32.499283		0.5 ms

		2023-02-20 07:13:36.08716		0.1 ms

		2023-02-20 08:13:37.828857		0.2 ms

		2023-02-20 09:13:39.664705		-0.6 ms

		2023-02-20 10:13:41.331092		0.3 ms

		2023-02-20 11:13:42.862339		0.2 ms

		2023-02-20 12:13:44.302293		0.1 ms

		2023-02-20 13:13:46.505763		1.2 ms

		2023-02-20 14:13:49.384119		0.6 ms

		2023-02-20 15:13:51.426546		-1.1 ms

		2023-02-20 16:13:53.548153		1.1 ms

		2023-02-20 17:13:55.347141		1.1 ms

		2023-02-20 18:13:57.281675		-0.6 ms

		2023-02-20 19:13:58.793834		-0.3 ms

		2023-02-20 20:14:00.786525		-0.8 ms

		2023-02-20 21:14:02.313733		-0.2 ms

		2023-02-20 22:14:04.725064		-1.7 ms

		2023-02-20 23:14:06.517834		0.8 ms

		2023-02-21 00:14:09.238657		-0.5 ms

		2023-02-21 01:14:12.480581		-0.4 ms

		2023-02-21 02:14:13.871354		-0.4 ms

		2023-02-21 03:14:16.095115		0.2 ms

		2023-02-21 04:14:19.125548		-0.3 ms

		2023-02-21 05:14:22.363565		-0.9 ms

		2023-02-21 06:14:23.781273		-0.1 ms

		2023-02-21 07:14:25.155195		1.0 ms

		2023-02-21 08:14:27.585704		-0.9 ms

		2023-02-21 09:14:29.409255		0.5 ms

		2023-02-21 10:14:30.883328		0.2 ms

		2023-02-21 11:14:32.58304		-0.7 ms

		2023-02-21 12:14:34.35051		0.6 ms

		2023-02-21 13:14:36.353008		-0.1 ms

		2023-02-21 14:14:38.419651		0.1 ms

		2023-02-21 15:14:40.574863		0.4 ms

		2023-02-21 16:14:42.727486		0.7 ms

		2023-02-21 17:14:44.791149		0.9 ms

		2023-02-21 18:14:47.514243		0.6 ms

		2023-02-21 19:14:49.586753		-3.3 ms

		2023-02-21 20:14:51.833202		-1.3 ms

		2023-02-21 21:14:55.509563		-0.3 ms

		2023-02-21 22:14:58.860662		-0.9 ms

		2023-02-21 23:15:02.609729		-0.4 ms

		2023-02-22 00:15:05.795577		-1.2 ms

		2023-02-22 01:15:09.218558		-0.4 ms

		2023-02-22 02:15:12.693238		-1.8 ms

		2023-02-22 03:15:15.812206		-0.9 ms

		2023-02-22 04:15:19.088271		-0.8 ms

		2023-02-22 05:15:22.792648		0.1 ms

		2023-02-22 06:15:24.334299		0.5 ms

		2023-02-22 07:15:26.622717		0.1 ms

		2023-02-22 08:15:28.607375		0.1 ms

		2023-02-22 09:15:30.216617		1.5 ms

		2023-02-22 10:15:31.951099		0.5 ms

		2023-02-22 11:15:34.642664		0.7 ms

		2023-02-22 12:15:36.882662		0.1 ms

		2023-02-22 13:15:39.078305		1.1 ms

		2023-02-22 14:15:41.031004		0.2 ms

		2023-02-22 15:15:42.704062		-0.7 ms

		2023-02-22 16:15:44.833719		-1.2 ms

		2023-02-22 17:15:47.099502		-0.4 ms

		2023-02-22 18:15:49.739004		-0.5 ms

		2023-02-22 19:15:52.590414		-1.0 ms

		2023-02-22 20:15:55.413888		-0.5 ms

		2023-02-22 21:15:58.162892		0.1 ms

		2023-02-22 22:15:59.571154		0.7 ms

		2023-02-22 23:16:01.864206		0.5 ms

		2023-02-23 00:16:04.909638		0.3 ms

		2023-02-23 01:16:08.060996		0.2 ms

		2023-02-23 02:16:10.835288		1.0 ms

		2023-02-23 03:16:13.291916		0.6 ms

		2023-02-23 04:16:14.845321		0.0 ms

		2023-02-23 05:16:16.508445		-1.2 ms

		2023-02-23 06:16:20.546446		-0.9 ms

		2023-02-23 07:16:24.180194		0.4 ms

		2023-02-23 08:16:27.461068		-1.6 ms

		2023-02-23 09:16:30.324366		-0.5 ms

		2023-02-23 10:16:31.905442		-0.2 ms

		2023-02-23 11:16:34.323084		0.8 ms

		2023-02-23 12:16:35.973205		-0.4 ms

		2023-02-23 13:16:37.527979		-0.3 ms

		2023-02-23 14:16:39.52925		0.0 ms

		2023-02-23 15:16:41.712594		-0.8 ms

		2023-02-23 16:16:43.412317		-1.0 ms

		2023-02-23 17:16:45.967691		-0.3 ms

		2023-02-23 18:16:47.52483		-0.3 ms

		2023-02-23 19:16:49.067697		0.6 ms

		2023-02-23 20:16:52.112357		0.2 ms

		2023-02-23 21:16:55.220411		1.1 ms

		2023-02-23 22:16:56.775252		-0.5 ms

		2023-02-23 23:16:59.0653		0.1 ms

		2023-02-24 00:17:00.734051		0.3 ms

		2023-02-24 01:17:03.918892		0.2 ms

		2023-02-24 02:17:05.250256		1.1 ms

		2023-02-24 03:17:08.591636		0.3 ms

		2023-02-24 04:17:11.343239		0.5 ms

		2023-02-24 05:17:13.589776		0.8 ms

		2023-02-24 06:17:16.201042		0.2 ms

		2023-02-24 07:17:18.257927		0.3 ms

		2023-02-24 08:17:19.642607		1.0 ms

		2023-02-24 09:17:21.91973		1.6 ms

		2023-02-24 10:17:24.104738		1.9 ms

		2023-02-24 11:17:25.594192		0.3 ms

		2023-02-24 12:17:27.186803		1.4 ms

		2023-02-24 13:17:28.855171		2.9 ms

		2023-02-24 14:17:30.467782		1.5 ms

		2023-02-24 15:17:32.823104		0.7 ms

		2023-02-24 16:17:35.955605		-0.1 ms

		2023-02-24 17:17:37.36905		-0.1 ms

		2023-02-24 18:17:39.179705		-1.6 ms

		2023-02-24 19:17:43.005886		-1.0 ms

		2023-02-24 20:17:46.224569		-0.8 ms

		2023-02-24 21:17:49.862314		-0.6 ms

		2023-02-24 22:17:51.330731		0.7 ms

		2023-02-24 23:17:52.881941		0.5 ms

		2023-02-25 00:17:55.353156		0.3 ms

		2023-02-25 01:17:59.106855		0.7 ms

		2023-02-25 02:18:02.515004		0.0 ms

		2023-02-25 03:18:05.967383		-1.1 ms

		2023-02-25 04:18:08.927916		-0.5 ms

		2023-02-25 05:18:10.326603		0.0 ms

		2023-02-25 06:18:12.842562		0.1 ms

		2023-02-25 07:18:15.812149		1.0 ms

		2023-02-25 08:18:17.509461		0.0 ms

		2023-02-25 09:18:19.126381		0.7 ms

		2023-02-25 10:18:21.268605		0.0 ms

		2023-02-25 11:18:22.719911		0.7 ms

		2023-02-25 12:18:24.853257		-0.4 ms

		2023-02-25 13:18:26.306796		0.3 ms

		2023-02-25 14:18:27.782762		0.4 ms

		2023-02-25 15:18:30.846475		0.6 ms

		2023-02-25 16:18:32.434865		0.2 ms

		2023-02-25 17:18:33.912232		2.8 ms

		2023-02-25 18:18:36.630564		1.5 ms

		2023-02-25 19:18:39.524448		0.2 ms

		2023-02-25 20:18:42.319216		0.5 ms

		2023-02-25 21:18:45.61909		-0.4 ms

		2023-02-25 22:18:47.414929		0.4 ms

		2023-02-25 23:18:50.318524		-0.6 ms

		2023-02-26 00:18:53.148769		0.0 ms

		2023-02-26 01:18:54.708658		-0.5 ms

		2023-02-26 02:18:56.964984		0.0 ms

		2023-02-26 03:19:00.185777		-0.1 ms

		2023-02-26 04:19:03.398102		0.2 ms

		2023-02-26 05:19:06.47087		0.1 ms

		2023-02-26 06:19:10.137087		-0.4 ms

		2023-02-26 07:19:12.402941		0.5 ms

		2023-02-26 08:19:14.494191		0.1 ms

		2023-02-26 09:19:16.184455		0.3 ms

		2023-02-26 10:19:18.189314		0.1 ms

		2023-02-26 11:19:19.652878		0.3 ms

		2023-02-26 12:19:21.952425		0.6 ms

		2023-02-26 13:19:23.674157		0.9 ms

		2023-02-26 14:19:25.063087		-0.2 ms

		2023-02-26 15:19:26.524332		-0.5 ms

		2023-02-26 16:19:28.741673		-0.7 ms

		2023-02-26 17:19:30.166983		0.1 ms

		2023-02-26 18:19:32.150871		-0.6 ms

		2023-02-26 19:19:33.638261		0.0 ms

		2023-02-26 20:19:36.035835		0.4 ms

		2023-02-26 21:19:39.058266		1.0 ms

		2023-02-26 22:19:41.106259		0.9 ms

		2023-02-26 23:19:42.740429		-0.5 ms

		2023-02-27 00:19:44.328267		0.4 ms

		2023-02-27 01:19:45.68411		-0.8 ms

		2023-02-27 02:19:48.57732		-0.3 ms

		2023-02-27 03:19:50.934122		1.1 ms

		2023-02-27 04:19:52.538626		0.0 ms

		2023-02-27 05:19:55.580918		-1.1 ms

		2023-02-27 06:19:57.797167		0.0 ms

		2023-02-27 07:19:59.558577		1.4 ms

		2023-02-27 08:20:01.165908		0.6 ms

		2023-02-27 09:20:02.585147		0.8 ms

		2023-02-27 10:20:05.239515		-0.2 ms

		2023-02-27 11:20:06.784586		-1.4 ms

		2023-02-27 12:20:09.121894		0.3 ms

		2023-02-27 13:20:10.523629		23.8 ms

		2023-02-27 14:20:12.119822		-1.5 ms

		2023-02-27 15:20:13.421332		1.9 ms

		2023-02-27 16:20:16.392227		0.2 ms

		2023-02-27 17:20:18.20606		0.4 ms

		2023-02-27 18:20:21.063671		-0.1 ms

		2023-02-27 19:20:23.435337		0.8 ms

		2023-02-27 20:20:25.647412		0.6 ms

		2023-02-27 21:20:27.340238		-2.0 ms

		2023-02-27 22:20:30.836111		-0.4 ms

		2023-02-27 23:20:33.788828		-0.5 ms

		2023-02-28 00:20:36.957336		0.1 ms

		2023-02-28 01:20:39.324925		0.2 ms

		2023-02-28 02:20:41.807853		0.3 ms

		2023-02-28 03:20:44.38585		1.2 ms

		2023-02-28 04:20:46.964729		1.2 ms

		2023-02-28 05:20:49.516823		0.1 ms

		2023-02-28 06:20:51.847263		0.8 ms

		2023-02-28 07:20:53.688794		0.7 ms

		2023-02-28 08:20:55.200809		1.3 ms

		2023-02-28 09:20:56.967169		0.7 ms

		2023-02-28 10:20:58.561246		-0.5 ms

		2023-02-28 11:21:00.12843		0.0 ms

		2023-02-28 12:21:02.301995		0.7 ms

		2023-02-28 13:21:03.84832		-0.1 ms

		2023-02-28 14:21:05.254809		-0.2 ms

		2023-02-28 15:21:07.071044		0.3 ms

		2023-02-28 16:21:09.943049		-1.2 ms

		2023-02-28 17:21:12.599936		-0.5 ms

		2023-02-28 18:21:14.188215		-0.3 ms

		2023-02-28 19:21:16.013005		-1.0 ms

		2023-02-28 20:21:18.344273		-0.9 ms

		2023-02-28 21:21:20.680684		-0.7 ms

		2023-02-28 22:21:23.512406		0.6 ms

		2023-02-28 23:21:25.687139		-1.4 ms

		2023-03-01 00:21:27.070043		-1.5 ms

		2023-03-01 01:21:30.536907		-1.1 ms

		2023-03-01 02:21:33.145045		-0.8 ms

		2023-03-01 03:21:36.345615		0.5 ms

		2023-03-01 04:21:39.171379		0.0 ms

		2023-03-01 05:21:42.398865		-0.1 ms

		2023-03-01 06:21:45.400651		-0.5 ms

		2023-03-01 07:21:46.958557		-0.3 ms

		2023-03-01 08:21:48.492915		0.7 ms

		2023-03-01 09:21:50.079372		-0.3 ms

		2023-03-01 10:21:52.01118		1.5 ms

		2023-03-01 11:21:53.545692		-0.3 ms

		2023-03-01 12:21:54.956975		0.0 ms

		2023-03-01 13:21:56.640545		-1.2 ms

		2023-03-01 14:21:58.310091		0.0 ms

		2023-03-01 15:21:59.666188		-0.1 ms

		2023-03-01 16:22:02.176424		0.1 ms

		2023-03-01 17:22:03.85709		0.2 ms

		2023-03-01 18:22:05.693584		0.1 ms

		2023-03-01 19:22:09.021973		0.4 ms

		2023-03-01 20:22:11.595402		0.1 ms

		2023-03-01 21:22:13.43438		-2.0 ms

		2023-03-01 22:22:16.802794		0.5 ms

		2023-03-01 23:22:19.254275		-1.0 ms

		2023-03-02 00:22:22.562113		0.3 ms

		2023-03-02 01:22:24.107342		0.2 ms

		2023-03-02 02:22:25.471028		-0.1 ms

		2023-03-02 03:22:28.151634		1.2 ms

		2023-03-02 04:22:31.192933		0.4 ms

		2023-03-02 05:22:34.897138		0.4 ms

		2023-03-02 06:22:36.545801		-0.1 ms

		2023-03-02 07:22:39.914406		0.1 ms

		2023-03-02 08:22:43.575953		2.5 ms

		2023-03-02 09:22:45.097217		2.2 ms

		2023-03-02 10:22:46.731195		1.6 ms

		2023-03-02 11:22:48.613271		0.5 ms

		2023-03-02 12:22:50.384502		-1.8 ms

		2023-03-02 13:22:52.350181		-3.5 ms

		2023-03-02 14:22:54.493118		-0.6 ms

		2023-03-02 15:22:56.577468		0.0 ms

		2023-03-02 16:22:58.671387		-0.6 ms

		2023-03-02 17:23:00.698366		-1.9 ms

		2023-03-02 18:23:02.159902		-0.5 ms

		2023-03-02 19:23:04.913522		0.9 ms

		2023-03-02 20:23:06.733171		-1.6 ms

		2023-03-02 21:23:08.762254		0.9 ms

		2023-03-02 22:23:10.562078		-1.2 ms

		2023-03-02 23:23:12.448353		-0.9 ms

		2023-03-03 00:23:15.723746		-1.8 ms

		2023-03-03 01:23:19.49517		-0.9 ms

		2023-03-03 02:23:21.233221		-1.1 ms

		2023-03-03 03:23:23.500741		0.9 ms

		2023-03-03 04:23:26.674228		-1.0 ms

		2023-03-03 05:23:28.273017		0.2 ms

		2023-03-03 06:23:31.609625		-0.2 ms

		2023-03-03 07:23:35.154343		-0.3 ms

		2023-03-03 08:23:38.335804		0.7 ms

		2023-03-03 09:23:40.626694		-0.2 ms

		2023-03-03 10:23:42.839515		-0.2 ms

		2023-03-03 11:23:44.513838		-0.8 ms

		2023-03-03 12:23:46.992903		-2.6 ms

		2023-03-03 13:23:48.933132		-0.9 ms

		2023-03-03 14:23:50.32462		-0.2 ms

		2023-03-03 15:23:51.7653		-0.2 ms

		2023-03-03 16:23:53.662153		-1.7 ms

		2023-03-03 17:23:56.869355		-0.5 ms

		2023-03-03 18:24:00.641059		-0.6 ms

		2023-03-03 19:24:02.559449		1.0 ms

		2023-03-03 20:24:04.817785		0.7 ms

		2023-03-03 21:24:07.697927		0.6 ms

		2023-03-03 22:24:09.145498		0.8 ms

		2023-03-03 23:24:12.69852		0.6 ms

		2023-03-04 00:24:16.002534		-2.2 ms

		2023-03-04 01:24:19.90814		-3.7 ms

		2023-03-04 02:24:22.176202		-1.8 ms

		2023-03-04 03:24:24.928523		-2.7 ms

		2023-03-04 04:24:26.773639		0.8 ms

		2023-03-04 05:24:28.908548		0.2 ms

		2023-03-04 06:24:30.373672		0.6 ms

		2023-03-04 07:24:32.085782		0.9 ms

		2023-03-04 08:24:34.726068		0.9 ms

		2023-03-04 09:24:36.264834		1.4 ms

		2023-03-04 10:24:37.984895		-3.3 ms

		2023-03-04 11:24:39.908075		0.6 ms

		2023-03-04 12:24:41.473326		-0.4 ms

		2023-03-04 13:24:43.656119		-0.6 ms

		2023-03-04 14:24:45.12748		0.3 ms

		2023-03-04 15:24:47.256017		0.3 ms

		2023-03-04 16:24:48.803436		0.8 ms

		2023-03-04 17:24:50.400391		0.1 ms

		2023-03-04 18:24:53.229146		-1.1 ms

		2023-03-04 19:24:57.257768		-0.5 ms

		2023-03-04 20:25:00.505011		0.3 ms

		2023-03-04 21:25:01.926635		-0.2 ms

		2023-03-04 22:25:05.310492		-0.6 ms

		2023-03-04 23:25:08.305128		0.6 ms

		2023-03-05 00:25:09.834336		0.0 ms

		2023-03-05 01:25:13.245774		-2.0 ms

		2023-03-05 02:25:16.448416		0.6 ms

		2023-03-05 03:25:19.793764		1.8 ms

		2023-03-05 04:25:22.930541		1.0 ms

		2023-03-05 05:25:26.085903		-1.3 ms

		2023-03-05 06:25:28.410239		-1.6 ms

		2023-03-05 07:25:30.493643		-0.5 ms

		2023-03-05 08:25:32.801359		-0.4 ms

		2023-03-05 09:25:34.385365		-1.0 ms

		2023-03-05 10:25:36.267344		0.9 ms

		2023-03-05 11:25:38.602824		-0.7 ms

		2023-03-05 12:25:40.5287		-1.6 ms

		2023-03-05 13:25:43.659969		-0.8 ms

		2023-03-05 14:25:45.353039		-0.4 ms

		2023-03-05 15:25:47.042121		0.2 ms

		2023-03-05 16:25:48.891664		1.0 ms

		2023-03-05 17:25:51.552803		0.7 ms

		2023-03-05 18:25:55.294587		-1.5 ms

		2023-03-05 19:25:59.345295		-0.8 ms

		2023-03-05 20:26:02.437795		0.2 ms

		2023-03-05 21:26:05.361576		0.7 ms

		2023-03-05 22:26:07.924791		0.7 ms

		2023-03-05 23:26:11.366242		0.3 ms

		2023-03-06 00:26:15.443147		-0.3 ms

		2023-03-06 01:26:19.401303		0.0 ms

		2023-03-06 02:26:20.944904		-0.8 ms

		2023-03-06 03:26:24.607213		-0.6 ms

		2023-03-06 04:26:28.016809		-0.3 ms

		2023-03-06 05:26:31.896922		-0.5 ms

		2023-03-06 06:26:35.192674		-0.1 ms

		2023-03-06 07:26:38.933776		0.1 ms

		2023-03-06 08:26:40.936578		0.0 ms

		2023-03-06 09:26:42.978896		-0.4 ms

		2023-03-06 10:26:44.780174		-0.4 ms

		2023-03-06 11:26:47.053555		-0.8 ms

		2023-03-06 12:26:49.352374		-0.5 ms

		2023-03-06 13:26:50.882222		-0.8 ms

		2023-03-06 14:26:52.611177		-0.8 ms

		2023-03-06 15:26:55.545564		1.4 ms

		2023-03-06 16:26:58.048601		1.5 ms

		2023-03-06 17:27:00.925275		1.8 ms

		2023-03-06 18:27:03.309881		1.3 ms

		2023-03-06 19:27:05.128839		0.2 ms

		2023-03-06 20:27:06.797569		-2.2 ms

		2023-03-06 21:27:08.941173		-0.2 ms

		2023-03-06 22:27:11.334366		-0.3 ms

		2023-03-06 23:27:14.495653		0.3 ms

		2023-03-07 00:27:17.802797		0.3 ms

		2023-03-07 01:27:21.493769		-2.1 ms

		2023-03-07 02:27:24.627443		0.3 ms

		2023-03-07 03:27:26.644531		0.0 ms

		2023-03-07 04:27:30.846372		-0.8 ms

		2023-03-07 05:27:34.639219		-1.4 ms

		2023-03-07 06:27:38.18606		-0.5 ms

		2023-03-07 07:27:40.96426		-0.4 ms

		2023-03-07 08:27:42.878391		3.8 ms

		2023-03-07 09:27:44.330714		4.9 ms

		2023-03-07 10:27:46.73989		0.2 ms

		2023-03-07 11:27:48.244008		0.8 ms

		2023-03-07 12:27:49.701291		0.3 ms

		2023-03-07 13:27:51.337523		1.5 ms

		2023-03-07 14:27:52.815461		1.2 ms

		2023-03-07 15:27:54.80161		0.7 ms

		2023-03-07 16:27:57.270958		0.2 ms

		2023-03-07 17:27:58.949662		-1.2 ms

		2023-03-07 18:28:00.501573		-0.2 ms

		2023-03-07 19:28:01.958048		-0.5 ms

		2023-03-07 20:28:03.769881		-1.6 ms

		2023-03-07 21:28:05.368783		0.2 ms

		2023-03-07 22:28:07.375477		-1.5 ms

		2023-03-07 23:28:10.448061		-0.4 ms

		2023-03-08 00:28:13.793255		-0.4 ms

		2023-03-08 01:28:17.05154		-1.3 ms

		2023-03-08 02:28:19.747103		-0.1 ms

		2023-03-08 03:28:22.390983		0.8 ms

		2023-03-08 04:28:25.684283		-0.1 ms

		2023-03-08 05:28:28.917991		-0.6 ms

		2023-03-08 06:28:30.894224		0.4 ms

		2023-03-08 07:28:33.015358		0.3 ms

		2023-03-08 08:28:34.613833		0.8 ms

		2023-03-08 09:28:36.160179		1.7 ms

		2023-03-08 10:28:38.294966		2.3 ms

		2023-03-08 11:28:40.801823		-0.7 ms

		2023-03-08 12:28:42.691892		-0.1 ms

		2023-03-08 13:28:44.062755		-0.6 ms

		2023-03-08 14:28:45.54328		-0.6 ms

		2023-03-08 15:28:47.73293		-0.5 ms

		2023-03-08 16:28:50.4005		-0.2 ms

		2023-03-08 17:28:52.852019		-0.8 ms

		2023-03-08 18:28:54.655369		-3.1 ms

		2023-03-08 19:28:56.142086		0.4 ms

		2023-03-08 20:28:58.080201		-1.7 ms

		2023-03-08 21:28:59.725689		0.3 ms

		2023-03-08 22:29:02.287371		0.2 ms

		2023-03-08 23:29:05.328443		0.0 ms

		2023-03-09 00:29:06.961242		-0.3 ms

		2023-03-09 01:29:10.037239		0.8 ms

		2023-03-09 02:29:13.192165		0.4 ms

		2023-03-09 03:29:16.746581		-1.3 ms

		2023-03-09 04:29:20.349888		-2.3 ms

		2023-03-09 05:29:23.281761		0.2 ms

		2023-03-09 06:29:25.567215		1.0 ms

		2023-03-09 07:29:28.62074		1.3 ms

		2023-03-09 08:29:30.409018		3.4 ms

		2023-03-09 09:29:32.080717		1.0 ms

		2023-03-09 10:29:33.853354		-0.5 ms

		2023-03-09 11:29:35.406512		0.8 ms

		2023-03-09 12:29:37.462163		0.2 ms

		2023-03-09 13:29:39.209046		1.2 ms

		2023-03-09 14:29:42.089772		0.2 ms

		2023-03-09 15:29:43.798985		6.6 ms

		2023-03-09 16:29:45.775562		-0.4 ms

		2023-03-09 17:29:47.158967		0.5 ms

		2023-03-09 18:29:50.109208		-0.3 ms

		2023-03-09 19:29:54.036626		-0.4 ms

		2023-03-09 20:29:57.145352		-1.0 ms

		2023-03-09 21:29:58.652382		0.4 ms

		2023-03-09 22:30:00.562346		0.0 ms

		2023-03-09 23:30:02.538893		0.7 ms

		2023-03-10 00:30:05.352702		0.6 ms

		2023-03-10 01:30:09.508147		-0.3 ms

		2023-03-10 02:30:13.253694		-0.3 ms

		2023-03-10 03:30:16.618192		1.2 ms

		2023-03-10 04:30:19.695492		0.1 ms

		2023-03-10 05:30:21.873372		-1.2 ms

		2023-03-10 06:30:23.623369		-1.2 ms

		2023-03-10 07:30:27.179958		-1.3 ms

		2023-03-10 08:30:29.176382		-1.7 ms

		2023-03-10 09:30:30.793517		0.4 ms

		2023-03-10 10:30:32.548451		0.5 ms

		2023-03-10 11:30:34.062448		0.1 ms

		2023-03-10 12:30:36.133703		-0.5 ms

		2023-03-10 13:30:38.030495		-0.3 ms

		2023-03-10 14:30:39.572621		0.0 ms

		2023-03-10 15:30:41.236064		-0.9 ms

		2023-03-10 16:30:42.918295		1.7 ms

		2023-03-10 17:30:44.528799		0.0 ms

		2023-03-10 18:30:46.404838		0.0 ms

		2023-03-10 19:30:48.521631		0.6 ms

		2023-03-10 20:30:50.439301		-2.5 ms

		2023-03-10 21:30:52.135592		-0.2 ms

		2023-03-10 22:30:53.853081		-0.2 ms

		2023-03-10 23:30:55.314594		1.0 ms

		2023-03-11 00:30:59.574519		1.2 ms

		2023-03-11 01:31:02.545612		0.6 ms

		2023-03-11 02:31:04.606225		1.3 ms

		2023-03-11 03:31:07.346824		1.2 ms

		2023-03-11 04:31:08.92585		1.4 ms

		2023-03-11 05:31:11.50997		0.7 ms

		2023-03-11 06:31:12.93615		-0.3 ms

		2023-03-11 07:31:14.700237		-1.0 ms

		2023-03-11 08:31:16.732621		0.5 ms

		2023-03-11 09:31:18.451589		0.9 ms

		2023-03-11 10:31:20.755093		0.7 ms

		2023-03-11 11:31:22.79201		-0.5 ms

		2023-03-11 12:31:24.448559		1.0 ms

		2023-03-11 13:31:26.057161		0.3 ms

		2023-03-11 14:31:27.691152		1.6 ms

		2023-03-11 15:31:31.044373		1.9 ms

		2023-03-11 16:31:33.838595		0.8 ms

		2023-03-11 17:31:36.488727		0.6 ms

		2023-03-11 18:31:38.67638		0.8 ms

		2023-03-11 19:31:40.209079		-0.2 ms

		2023-03-11 20:31:42.011744		-1.6 ms

		2023-03-11 21:31:43.31933		-2.0 ms

		2023-03-11 22:31:46.360137		0.3 ms

		2023-03-11 23:31:49.929713		0.1 ms

		2023-03-12 00:31:53.450758		1.0 ms

		2023-03-12 01:31:55.301963		-0.6 ms

		2023-03-12 02:31:57.465356		0.2 ms

		2023-03-12 03:31:59.585108		0.4 ms

		2023-03-12 04:32:02.913537		0.3 ms

		2023-03-12 05:32:06.568718		-0.1 ms

		2023-03-12 06:32:09.009156		0.5 ms

		2023-03-12 07:32:10.581315		-0.6 ms

		2023-03-12 08:32:12.654255		0.2 ms

		2023-03-12 09:32:14.410569		0.3 ms

		2023-03-12 10:32:16.27086		0.0 ms

		2023-03-12 11:32:18.025019		-0.9 ms

		2023-03-12 12:32:20.14497		-0.5 ms

		2023-03-12 13:32:21.636797		-0.4 ms

		2023-03-12 14:32:23.229463		-0.5 ms

		2023-03-12 15:32:26.827006		0.1 ms

		2023-03-12 16:32:28.923981		1.1 ms

		2023-03-12 17:32:30.681905		0.1 ms

		2023-03-12 18:32:33.857668		-0.2 ms

		2023-03-12 19:32:36.768222		0.3 ms

		2023-03-12 20:32:38.562681		0.6 ms

		2023-03-12 21:32:40.192764		1.0 ms

		2023-03-12 22:32:41.768105		0.7 ms

		2023-03-12 23:32:44.588521		0.5 ms

		2023-03-13 00:32:48.051488		1.1 ms

		2023-03-13 01:32:49.77566		0.5 ms

		2023-03-13 02:32:53.148862		0.4 ms

		2023-03-13 03:32:57.110835		-0.4 ms

		2023-03-13 04:33:00.157467		-0.5 ms

		2023-03-13 05:33:03.13535		-0.8 ms

		2023-03-13 06:33:04.639577		-1.0 ms

		2023-03-13 07:33:06.531287		-0.4 ms

		2023-03-13 08:33:08.279845		0.6 ms

		2023-03-13 09:33:09.755524		-0.2 ms

		2023-03-13 10:33:11.64981		-0.7 ms

		2023-03-13 11:33:13.303806		-0.8 ms

		2023-03-13 12:33:15.279973		0.6 ms

		2023-03-13 13:33:17.637763		1.0 ms

		2023-03-13 14:33:19.058626		0.1 ms

		2023-03-13 15:33:20.488492		0.3 ms

		2023-03-13 16:33:21.846725		6.3 ms

		2023-03-13 17:33:23.429124		-1.2 ms

		2023-03-13 18:33:24.858808		-1.6 ms

		2023-03-13 19:33:26.374421		-0.2 ms

		2023-03-13 20:33:27.784622		-2.7 ms

		2023-03-13 21:33:29.716683		-3.7 ms

		2023-03-13 22:33:31.760427		-1.9 ms

		2023-03-13 23:33:33.226466		0.1 ms

		2023-03-14 00:33:37.13904		2.1 ms

		2023-03-14 01:33:39.779506		0.0 ms

		2023-03-14 02:33:43.073657		0.7 ms

		2023-03-14 03:33:44.542736		-0.8 ms

		2023-03-14 04:33:46.325205		-0.7 ms

		2023-03-14 05:33:48.293728		-1.2 ms

		2023-03-14 06:33:51.647923		-0.2 ms

		2023-03-14 07:33:54.207871		0.3 ms

		2023-03-14 08:33:56.087352		1.3 ms

		2023-03-14 09:33:57.671563		1.7 ms

		2023-03-14 10:33:59.505716		0.8 ms

		2023-03-14 11:34:01.061214		0.5 ms

		2023-03-14 12:34:02.939075		-0.5 ms

		2023-03-14 13:34:05.031468		1.4 ms

		2023-03-14 14:34:06.411074		1.0 ms

		2023-03-14 15:34:08.062214		-0.3 ms

		2023-03-14 16:34:09.535471		1.1 ms

		2023-03-14 17:34:11.099123		0.2 ms

		2023-03-14 18:34:13.236026		-2.0 ms

		2023-03-14 19:34:14.939832		-2.0 ms

		2023-03-14 20:34:16.985858		-2.0 ms

		2023-03-14 21:34:18.648376		-10.7 ms

		2023-03-14 22:34:21.191795		0.0 ms

		2023-03-14 23:34:23.638139		-0.3 ms

		2023-03-15 00:34:26.059317		6.3 ms

		2023-03-15 01:34:29.973038		-1.7 ms

		2023-03-15 02:34:32.340258		-1.2 ms

		2023-03-15 03:34:34.855826		-4.7 ms

		2023-03-15 04:34:38.062032		-0.4 ms

		2023-03-15 05:34:39.490644		1.5 ms

		2023-03-15 06:34:41.483312		-0.2 ms

		2023-03-15 07:34:43.080286		-0.6 ms

		2023-03-15 08:34:44.932344		0.1 ms

		2023-03-15 09:34:46.48315		0.5 ms

		2023-03-15 10:34:48.46251		-1.2 ms

		2023-03-15 11:34:50.367096		-0.1 ms

		2023-03-15 12:34:52.054512		1.0 ms

		2023-03-15 13:34:53.45697		1.4 ms

		2023-03-15 14:34:55.32737		1.9 ms

		2023-03-15 15:34:56.792839		2.8 ms

		2023-03-15 16:34:58.182958		0.0 ms

		2023-03-15 17:35:00.433101		-0.2 ms

		2023-03-15 18:35:03.70516		0.3 ms

		2023-03-15 19:35:06.319028		-0.1 ms

		2023-03-15 20:35:08.651641		0.3 ms

		2023-03-15 21:35:11.491192		-0.6 ms

		2023-03-15 22:35:14.37758		0.8 ms

		2023-03-15 23:35:16.770983		1.2 ms

		2023-03-16 00:35:19.772141		0.3 ms

		2023-03-16 01:35:21.243832		-2.4 ms

		2023-03-16 02:35:24.608108		0.8 ms

		2023-03-16 03:35:28.269698		1.7 ms

		2023-03-16 04:35:31.318055		1.8 ms

		2023-03-16 05:35:34.726895		1.5 ms

		2023-03-16 06:35:37.863735		0.7 ms

		2023-03-16 07:35:40.973156		-0.2 ms

		2023-03-16 08:35:42.417899		0.6 ms

		2023-03-16 09:35:44.950064		-0.9 ms

		2023-03-16 10:35:46.649845		-0.9 ms

		2023-03-16 11:35:49.551257		-0.9 ms

		2023-03-16 12:35:51.195284		0.2 ms

		2023-03-16 13:35:53.075406		0.2 ms

		2023-03-16 14:35:54.570009		0.7 ms

		2023-03-16 15:35:56.964404		1.8 ms

		2023-03-16 16:35:59.267123		1.9 ms

		2023-03-16 17:36:03.282878		0.3 ms

		2023-03-16 18:36:06.628692		-0.1 ms

		2023-03-16 19:36:08.360183		-1.4 ms

		2023-03-16 20:36:11.543489		-1.9 ms

		2023-03-16 21:36:14.813136		-1.1 ms

		2023-03-16 22:36:18.098626		-2.2 ms

		2023-03-16 23:36:21.168905		-1.0 ms

		2023-03-17 00:36:24.357439		-1.5 ms

		2023-03-17 01:36:27.019806		0.6 ms

		2023-03-17 02:36:29.33902		-0.9 ms

		2023-03-17 03:36:32.421213		-0.2 ms

		2023-03-17 04:36:34.905312		-0.2 ms

		2023-03-17 05:36:36.599162		-0.3 ms

		2023-03-17 06:36:39.886263		1.1 ms

		2023-03-17 07:36:43.312505		-0.2 ms

		2023-03-17 08:36:46.727536		-0.3 ms

		2023-03-17 09:36:48.499181		1.4 ms

		2023-03-17 10:36:51.639079		0.2 ms

		2023-03-17 11:36:54.947638		0.4 ms

		2023-03-17 12:36:56.550715		-1.2 ms

		2023-03-17 13:36:59.342851		0.4 ms

		2023-03-17 14:37:00.75155		0.9 ms

		2023-03-17 15:37:02.94352		1.1 ms

		2023-03-17 16:37:08.278832		0.7 ms

		2023-03-17 17:37:11.322082		-0.9 ms

		2023-03-17 18:37:13.744484		0.5 ms

		2023-03-17 19:37:16.749154		-1.0 ms

		2023-03-17 20:37:20.055089		-0.6 ms

		2023-03-17 21:37:23.413092		0.1 ms

		2023-03-17 22:37:26.093764		-0.1 ms

		2023-03-17 23:37:27.835172		-0.2 ms

		2023-03-18 00:37:31.786128		0.2 ms

		2023-03-18 01:37:35.019048		0.4 ms

		2023-03-18 02:37:38.445872		-0.3 ms

		2023-03-18 03:37:41.871257		-0.6 ms

		2023-03-18 04:37:43.629954		-0.1 ms

		2023-03-18 05:37:45.310035		0.0 ms

		2023-03-18 06:37:48.286446		-0.4 ms

		2023-03-18 07:37:50.23598		0.6 ms

		2023-03-18 08:37:52.287732		-0.2 ms

		2023-03-18 09:37:53.996846		0.9 ms

		2023-03-18 10:37:55.52121		0.2 ms

		2023-03-18 11:37:57.085829		3.2 ms

		2023-03-18 12:37:59.106548		3.3 ms

		2023-03-18 13:38:00.890741		1.3 ms

		2023-03-18 14:38:03.45151		-0.8 ms

		2023-03-18 15:38:06.29288		5.0 ms

		2023-03-18 16:38:09.007454		0.9 ms

		2023-03-18 17:38:12.728067		-2.9 ms

		2023-03-18 18:38:15.336597		-1.0 ms

		2023-03-18 19:38:18.415119		-0.7 ms

		2023-03-18 20:38:21.371929		0.9 ms

		2023-03-18 21:38:24.833187		1.0 ms

		2023-03-18 22:38:27.854024		-5.4 ms

		2023-03-18 23:38:30.967955		-3.6 ms

		2023-03-19 00:38:33.408511		-0.3 ms

		2023-03-19 01:38:37.069139		0.5 ms

		2023-03-19 02:38:40.750757		-1.2 ms

		2023-03-19 03:38:44.220766		-0.2 ms

		2023-03-19 04:38:47.619627		1.4 ms

		2023-03-19 05:38:50.712986		1.2 ms

		2023-03-19 06:38:52.427839		0.9 ms

		2023-03-19 07:38:54.152003		0.0 ms

		2023-03-19 08:38:55.55288		0.8 ms

		2023-03-19 09:38:56.955062		-0.2 ms

		2023-03-19 10:38:59.622768		1.3 ms

		2023-03-19 11:39:01.274294		-0.8 ms

		2023-03-19 12:39:04.417697		-0.7 ms

		2023-03-19 13:39:07.185717		0.1 ms

		2023-03-19 14:39:08.682688		-0.3 ms

		2023-03-19 15:39:10.705009		-0.9 ms

		2023-03-19 16:39:12.49715		1.3 ms

		2023-03-19 17:39:15.068357		0.1 ms

		2023-03-19 18:39:17.44664		-2.6 ms

		2023-03-19 19:39:20.509859		-0.7 ms

		2023-03-19 20:39:22.011508		0.5 ms

		2023-03-19 21:39:25.156996		0.0 ms

		2023-03-19 22:39:28.692485		0.5 ms

		2023-03-19 23:39:32.533997		0.5 ms

		2023-03-20 00:39:36.051905		0.2 ms

		2023-03-20 01:39:39.368241		0.4 ms

		2023-03-20 02:39:42.138667		0.7 ms

		2023-03-20 03:39:44.531454		0.1 ms

		2023-03-20 04:39:48.459827		0.4 ms

		2023-03-20 05:39:51.702922		-0.2 ms

		2023-03-20 06:39:54.668266		0.7 ms

		2023-03-20 07:39:56.612386		-0.5 ms

		2023-03-20 08:39:58.054901		3.6 ms

		2023-03-20 09:39:59.573528		4.6 ms

		2023-03-20 10:40:01.04912		0.7 ms

		2023-03-20 11:40:03.602802		0.7 ms

		2023-03-20 12:40:05.585469		0.0 ms

		2023-03-20 13:40:07.140133		0.9 ms

		2023-03-20 14:40:08.616528		2.1 ms

		2023-03-20 15:40:10.117709		-0.1 ms

		2023-03-20 16:40:12.05064		0.8 ms

		2023-03-20 17:40:13.523972		0.3 ms

		2023-03-20 18:40:16.769424		-2.7 ms

		2023-03-20 19:40:20.329203		-3.2 ms

		2023-03-20 20:40:23.041542		-1.9 ms

		2023-03-20 21:40:25.809805		-1.1 ms

		2023-03-20 22:40:27.974205		-0.5 ms

		2023-03-20 23:40:31.459129		-1.3 ms

		2023-03-21 00:40:33.106082		-2.0 ms

		2023-03-21 01:40:34.860736		-0.8 ms

		2023-03-21 02:40:38.069693		-0.4 ms

		2023-03-21 03:40:41.585748		-1.2 ms

		2023-03-21 04:40:43.04864		0.4 ms

		2023-03-21 05:40:44.707989		0.5 ms

		2023-03-21 06:40:46.453288		-1.5 ms

		2023-03-21 07:40:48.832641		-3.2 ms

		2023-03-21 08:40:50.349347		-3.5 ms

		2023-03-21 09:40:52.427374		-1.3 ms

		2023-03-21 10:40:54.314129		-0.9 ms

		2023-03-21 11:40:55.767504		2.2 ms

		2023-03-21 12:40:57.311285		0.4 ms

		2023-03-21 13:40:59.045505		0.7 ms

		2023-03-21 14:41:00.579201		2.1 ms

		2023-03-21 15:41:02.689863		1.6 ms

		2023-03-21 16:41:05.070682		0.3 ms

		2023-03-21 17:41:07.964443		0.6 ms

		2023-03-21 18:41:09.668579		0.0 ms

		2023-03-21 19:41:12.805891		-0.1 ms

		2023-03-21 20:41:16.116928		0.4 ms

		2023-03-21 21:41:19.298922		-0.1 ms

		2023-03-21 22:41:22.440579		0.7 ms

		2023-03-21 23:41:25.734519		0.3 ms

		2023-03-22 00:41:28.554669		0.1 ms

		2023-03-22 01:41:32.139023		-1.1 ms

		2023-03-22 02:41:35.057556		-1.2 ms

		2023-03-22 03:41:36.537187		-1.5 ms

		2023-03-22 04:41:38.787336		-1.5 ms

		2023-03-22 05:41:41.215248		-1.0 ms

		2023-03-22 06:41:43.970469		-0.2 ms

		2023-03-22 07:41:45.514499		-0.5 ms

		2023-03-22 08:41:47.658767		1.2 ms

		2023-03-22 09:41:49.277214		-0.7 ms

		2023-03-22 10:41:50.619749		0.9 ms

		2023-03-22 11:41:52.758047		-0.2 ms

		2023-03-22 12:41:54.924807		-1.2 ms

		2023-03-22 13:41:56.974542		0.1 ms

		2023-03-22 14:41:58.967587		0.7 ms

		2023-03-22 15:42:00.864802		0.2 ms

		2023-03-22 16:42:03.684653		0.1 ms

		2023-03-22 17:42:05.991471		1.3 ms

		2023-03-22 18:42:09.644413		-0.2 ms

		2023-03-22 19:42:12.243138		2.9 ms

		2023-03-22 20:42:15.348905		1.9 ms

		2023-03-22 21:42:18.024648		2.0 ms

		2023-03-22 22:42:21.119543		-1.4 ms

		2023-03-22 23:42:24.393288		0.3 ms

		2023-03-23 00:42:27.987126		1.4 ms

		2023-03-23 01:42:31.190839		-0.1 ms

		2023-03-23 02:42:34.76612		0.7 ms

		2023-03-23 03:42:36.329122		0.8 ms

		2023-03-23 04:42:38.273577		0.4 ms

		2023-03-23 05:42:41.471659		0.0 ms

		2023-03-23 06:42:43.97034		0.1 ms

		2023-03-23 07:42:47.553172		0.3 ms

		2023-03-23 08:42:49.074891		0.3 ms

		2023-03-23 09:42:50.923676		0.5 ms





###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.

		Time		IP		Event

		2023-03-21 08:43:31.054 UTC		83.227.44.147		Gunilla Broström (GB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-03-21 08:44:18.74 UTC		83.227.44.147		Gunilla Broström (GB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-07 18:15:45 UTC.

		2023-03-21 21:42:27.056 UTC		81.227.157.179		Rosalie Sanyang (RS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-03-21 21:45:44.452 UTC		81.227.157.179		Rosalie Sanyang (RS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-14 14:52:01 UTC.

		2023-03-22 06:59:08.118 UTC		185.104.137.43		Stefan Nilsson (SN) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-03-22 06:59:27.398 UTC		185.104.137.43		Stefan Nilsson (SN) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-14 14:52:01 UTC.

		2023-03-23 09:48:47.655 UTC		213.179.6.97		Anna Stenvinkel (AS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

		2023-03-23 09:49:04.307 UTC		213.179.6.97		Anna Stenvinkel (AS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2023-03-14 14:52:01 UTC.







